This Data Processing and Guaraniee Agreement ("DPGA") is entered into by and between the data exporters (each
a "Data Exporter”) and the data importers (each a "Data Importer") listed on the Signature Page (each a "Party”
and collectively the "Parties").

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS,

WHEREAS

WHEREAS,

Commerzbank AG, headquartered in Frankfurt/Main Germany, is an internationally active
business bank, represented in numerous countries inside and outside of the European Union ("EU")
and the Eurgpean Economic Area ("EEA") through a network of branches and legal entities;

in ceriain circumstances, it may become necessary that Commerzbank AG, its branches and/or
affiliates transfer personal data relating to customers and individual representatives, directors,
contact persons, authorized signatories and -authorized traders of its corporate customers as well
as ultimate beneficial owners that are natural persons (fogether "Data Subjects"), to other
branches and/or legal entities outside the EU/the EEA. Some countries in which the Commerzbank
Group does business and to which personal data are transferred, may not provide for the same
standard of data protection which applies in Germany or in the EU/the EEA;

European data protection laws require data exporters in EU/EEA countries to provide appropriate
safeguards for transfers of personal data to controllers in non-EU/EEA countries and such
appropriate safegnards can be adduced by requiring the Data Importers to enter into the
respectively applicable Modules of the Standard Contractual Clauses for the Transfer of Personal
Data to Third Countries pursuant to Cornmission Implementing Decision (EU) 2021/914 of 4 Jurie
2021 - each a “Model Contract” and collectively the “Model Contracts”;

in their wish to comply with data protection laws applicable in particular in the EU/EEA the Parties
by September 2021 had entered info a Data Processing and Guarantee Agreement (“DPGA 2021”)
and now wish to adapt their contractual relationship to the Commission Implementing Decision
(EU) 2021/914 of 4 June 2021;

the Model Confracts are usually incorporated in an agreement between the legal entity transferring
and the legal entity receiving the personal data. In the case of a transfer between a legal entity and
its legally dependent branch, some data protection authorities have taken the view that a unilateral
guarantee declaration, to be made available to the Data Subjects shall be used instead;

for transfers of personal data by a Data Exporter being a legal entity fo one of its branches, the
Data Exporter and the Data Importer guarantee to the Data Subjects that they assume the data.
exporter's and the data importer's obligations, respectively, as if they had entered .into the
respective Model Contract as set out in the Exhibits hereto {"Guarantee"). Under this Guarantee,
the Data Subjects shall have the same rights against the relevant Data Exporter as if its branch
office was located in the EU/the EEA;

the Parties agree that the bundling of the Data Exporters and the Data importers (as listed on the
Signature Page} within this single DPGA is only undertaken for efficiency purposes (i.e.; to avoid
a multitude of different contract documents) and (i} shall result in legally separate agreements
between each Data Exporter and each Data Importer and (ii) shall not create any legal or other
relationship whatsoever between the "bundled” Parties other than between each Data Exporter and

- each Data Importer separately;

the Commerzbank Group wishes to apply a consistent set of rules to all transfers of personal data
covered under this DPGA and therefore want to use the Model Contracts regardless of the location
of the Parties, whether within or outside the EU/the EEA,;




WHEREAS, this DPGA is concluded only for those processing activities that are not covered by an_othei‘
"transfer vehicle", i.e. another option to comply with the rules on international data transfers.

WHEREAS, each particular data transfer or set of transfers shall be described in a separate Annex LB to the
Exhibits hereto;

NOW, THEREFQRE, in order to énable the Parties to exchange personal data in compliance with applicable
laws and for other good and valuable consideration, the receipt of which is hereby acknowledged, the Parties enter
into this DPGA as follows:



1.1

Document structure and hierarchy

This DPGA consists of the various parts as follows:

This main body of the DPGA:

Exhibit 1: Model Contract C2C:

APPENDIX TO EXHIBIT 1

ANNEX I.A TOEXHIBIT1 -
LIST OF PARTIES;

ANNEX LB T0 ExHIBIT 1 -
DESCRIPTION OF TRANSFER:

ANNEX T1.C. 10 ExHIBIT I -
COMPETENT SUPERVISORY
AUTHORITY: ‘

ANNEX I TOEXHIBIT | -
TECHNICAL AND ORGANISATIONAL
MEASURES INCLUDING TECHNICAL
AND ORGANISATIONAL MEASURES
TO ENSURE THE SECURITY OF THE
DATA:

ANNEX 11T TG EXHIBIT 1~
LIST OF SUB-PROCESSORS:

ANNEX IV TO EXHIBIT | —
LOCAL LAW AMENDMENTS!

Exhibit 2: Model Contract C2P:

APPENDIX TG EXHIBIT 2

ANNEX LA TOEXHIBIT2—
LiST OF PARTIES:

contains overarching provisions for all types of data
transfers

contains the unmodified body document of the Model
Contract for controller to controller transfers as per
Commission Implementing Decision (EU) 2021/914 of 4
June 2021 (“Model Contract C2C™);

Provides a list of all Parties to the Model Contract C2C and
their role as Data Exporters andfor Data Importers
respectively according to Annex LA of the Model Contract
Cc2C

Contains descriptions of “transfers of pefsonal data
according to Annex L.B of the Model Contract C2C;

Lists the. competent Supervisory Authorities according to
Annex L.C. of the Model Contract C2C

Provides information on the technical and organisational
measures applicable to the data exchange under the Model
Contract C2C according to its Annex II

Intentionally left blank as not applicable to the Model
Contract C2C

contains local law amendments to supplement (but not
change) the Model Contract C2C in light of national
requiréments that -go beyond the clauses of the Model
Contract C2C; :

contains the unmodified body document of the Model
Contract C2P for controller to processor transfers as per
Contmission. mplementing Decision (EU) 2021/914 of 4

* June 2021 (*“Model Contract C2P”);

Provides a list of all Parties to the Model Contract C2P and
their rofe as Data Exporters and/or Data Importers
respectively according to Annex I.A of the Model Contract
C2p




1.2

L3

1.4

1.3

1.6

ANNEX 1.B TOExumir 2 - Contain descriptions of transfers of personal data according

DESCRIPTION OF TRANSFER: to Annex I.B of the Model Contract C2P;

ANNEX 1.C. TO EXHiBIT 2 - Lists the competent Supervisory Authorities according to
COMPETENT SUPERVISORY Annex I.C. of the Model Contract C2P

AUTHORITY:

ANNEX I TQ EXHIBIT 2 ~ Provides information on the technical and organisational

TECHNICAL AND ORGANISATIONAL measures applicable to the data exchange under the Model
MEASURES INCLUDING TECHNICAE Contract C2P according to its Annex II

AND ORGANISATIONAL MEASURES

TO ENSURE THE SECURITY OF THE

DATA:
ANNEX TIT TO EXHIBIT 2— Intentionally left blank as not applicable to the Model
LIST OF SUB-PROCESSORS: Contract C2P
ANNEX IV TO-EXHIBIT 2~ “-contains local law -amendments o supplement (but not
LocaL LAW AMENDMENTS: change) the Model Contract C2P in light of national
requirements that go beyond the clauses of the Model
Contract C2P;
Signature Page: Page with Signatures of Data Exporters and Data Importers

whereby the Parties declare to be bound by this DPGA.
Each Party hereby enters into this DPGA and the respectively applicable Model Contract with each other
Party (as applicable).

For transfers of personal data from an EU/EEA country to a non-EU/EEA country the clauses of the
respectively applicable Exhibit hereto (e.g., the Model Contract C2C for data transfers controller to

. controller) and its Annexes shall prevail over any conflicting clauses in the remainder of the DPGA, unless

expressly called out otherwise in Annex IV to the respective Exhibit (Local Law Amendments), For the
avoidance of doubt, any provisions in this DPGA that do not contradict the respective Model Contract shall
remain valid.

For transfers of personal data by a Data Exporter being a legal entity to one of its branches as Data Importer,
the Data Exporter and the Data Importer guarantee to the Data Subjects that they assume-the data exporter's
and the data importer's obligations, respectively, as if they had entered into. the respectively applicable
Model Contract as set out in the Exhibits hereto. In particular, Data Subjects shall have the same rights
against the relevant Data Exporter as if its branch office was located in the EU/the EEA.

Inthe event of inconsistencies between the provisions of this DPGA and any other agreement between the
Parties in relation to the subject-matters addressed herein, the provisions of this DPGA shall prevail as it
relates to the Parties' data protection obligations in connection with data transfers.

In relation to any transfers of pérsonal data from an EU/EEA country to Japan, Switzerland and / of the
United Kingdom, clauses 1.2 to 1.5 shall apply and the Model Contract(s) (as applicable} shall apply if the
imporfing-country in question:

{a) isnota White-List Country; and

(b)  there are no other arrangements (including without limitation transitional arrangements) or
legislation in place permitting the transfer of personal data from the EU/EEA to this country forthe
purposes of the General Data Protection Regulation and/or local data protection laws.

Definitions

The following terms defined and used in this DPGA shall be interpreted as follows (also in the main body
document of the Model Contract(s) where defined terms are not capitalized):




2.1

22

23

24

2.5

2.6

2.9

3.1

3.2

4.1

4.2

43

The termm "Clauses”, as used herein, shall be interpreted as meaning all.provisions of this. DPGA, unless
provided otherwise in the relevant context; ‘

The term "Data Exporter”, asused herein, shall be interpreted as meaning each entity specified as a Data
Exporter in the relevant Annex I.A to the respective Exhibit, regardless of the country in which such entity
is located and irrespective of the term being used in singular form (i.e., Data Exporter) or plural form (i.e.,
Data Exporters); '

The term "Data Importer", as used herein, shall be interpreted as meaning each entity specified as a Data
Importer in the relevant Annex LA to the respective Exhibit, regardless of the country in which such entity
is located and irrespective of the term being used in singular. form (i.e., Data Importer) or plural form (i.e.,
Data Importers);

The term “Service™ or "Services", as used herein, shall mean the (processing) services rendered by the Data
Importer, as described in Annex. 1B to Exhibit 1 and Annex LB 1o Exhibit 2 {also if used with additions or
in variations, for instance "processing Services™);

The term "Commerzbank Group", as used herein, shall be interpreted as meaning all legél entities and
branches that jointly form the Commerzbank group of companies (i.e., the Data Importers and Data
Exporters under this DPGA);

The terms "Subprocessor", "Sub-processor" or sub-processor shall méan any processor, located within or
outside the EU/EEA, who agrees to receive from the Data Importer personal data exclusively intended for
processing activities to be carried out on behalf of the Data Exporter after the transfer in accordance with
the Data Exporter's instructions and in accUrdance with the terms of this DPGA and a service agreement
with the Data Importer;,

"White-List Country” shall mean a country which is found by decision of the ELJ Commission to ensure
an adequate level of data protection within the meaning of Article 45 (1) (9) General Data Protection
Regulation.

Local law compliance

In order to comply with mandatory local law requirements, the Parties agree on the local law amendments
contained in the Annex IV to each of the Exhibits hereto, These amendments shall apply to any data transfer
or set of transfers described in Annexes I.B. to the respeciive Exhibit (as.applicable).

If and to the extent necessary to comply with mandatory provisions regarding data protection under the
national laws applicable to the Data Exporter, Data Exporter. may communicate any necessary requested
changes (including amendments and/or replacements) to the:provisions of this DPGA to Commerzbank AG,
designating, the Data Importer concerned.-Commerzbank AG will communicate such ¢hanges to the Data
Importer concerned. Such changes are deemed accepted by the Data Importer if it does not reject the
changes within four weeks after having received a notification of the changes in writing (including
electronic form),

Changes to this Agreement
Commerzbank AG shall be entitled to amend this DPGA in the name and on behalf of all the entities party

to this agreement from time to time unless such amendments are prohibited by applicable law or the terms
of this DPGA. Further data processing activities may be added or amended by Commerzbank AG

unilaterally subject to its reasonable discretion.

Subject to its reasonable discretion Commerzbank AG in the name and on behalf of all the entities party to

this agreement may agree with any (i) entity that is party to this DPGA to exclude it fromn this DPGA and /

or (ii} othér entity to include this entity as an additional party to this DPGA.

Commerzbank AG shall inform the Parties to this DPGA of any amendment (Clause 4.1) and/or any
exclusion / addition of parties (Clause 4.2) - e.g., by providing new Annexes or by providing an amended
Signature Page respectively — thirty (30) days prior to their entry into force. Clause 7 of Exhibit 1 and
Exhibit 2 shall remain unaffected.




5.1

5.2

53

6.1

6.2

6.3

6.4

6.5

6.6

Term and termination

This DPGA shall come into force as from December 25, 12.00 p.m. CET / December 26, 2022, 00.00 a.m.
CET (“Effective Date™). .

This DPGA shall have an indefinite term, it being understood that the participation in this DPGA may be
terminated by a Party pursuant fo section 5.3.

Without prejudice to any other termination rights that a Party may have under this DPGA -and/or applicable
law, each Party may terminate its participation in this DPGA by providing three (3) months' prior written
notice to the other Party or Partiés concerned. For the avoidance of doubt, the termination of its participation
in this DPGA. bya Party does not affect the other separate and divisible contractual relationships between
the other Parties construed by this DPGA.

Miscellaneous

The Partiés agree that the "bundling" of various Parties and data transfers in a single DPGA serves only
efficiency purposes (i.e., to-avoid a multitude of agreements) but shall result in separate and divisible
relationships between the Data Exporters and Data Importers. Relatedly, and save as provided otherwise in
the Exhibits hereto, nothing in this DPGA is intended or shall be construed to establish joint and several
liability between the Parties. No Party shall be liable for acts or omjissions of another Party.

This DPGA inures to the benefit of the Parties only and no third party shall have any rights hereunder,
except as otherwise staied herein.

The main body document of this DPGA shall be governed by the laws of the country in which the Data-

Exporter is established except for those parts of the body document relating to the Parties” data protection
obligations where the choice of law shall follow Clause 17 of the respective Exhibit. For the avoidance of
doubt and by way of example for Exhibit 1 and its Annexes the choice of law according to Clause 17 of
Exhibit 1 applies. As a minimum requirement the Parties must comply with the General Data Protection
Regulation, : ' '

This DPGA may be executed in one or more counterparts, cach of which shall be deemed an original and
all of which together shall constitute one and the same instrument.

A determination that any provision of the DPGA is invalid or unenforceable shall not affect the other
provisions of the DPGA. In such case the invalid or unenforceable provision shall automatically be repiaced
by avalid and enforceable provision that comes closest to the purpose of the original provision, The same
shall apply if the DPGA contains an unihtended gap.

As from the Effective Date the DPGA 2021 shall be repealed.

Signatures: See Signature Page
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{©)
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(a)

(b)

STANDARD CONTRACTUAL CLAUSES
SECTION I
Clause 1
Purpose and scope

The purpose of these. standard contractual clauses is to ensure compliance with the requirements of
Regulation (EU) 2016/679.of the European Parliament and of the Council 0f 27 April 2016 on the protection
of natural persons with regard to the processing of personal data and on the fiee movement of such data
{General Data Protection Regulation) for the transfer of personal data to a third country,

The Parties:

(i) the natural or legal person(s), public authority/ies, agencyfies or other bodyfies (hereinafter
‘entity/ies’) transferring the personal data, as listed in Annex I.A (hereinafter each ‘data exporter’),
and

(ii)  the entity/ies in a third country receiving the personal data from the data exporter, directly or
indirectly via another entity also. Party to these Clauses, as listed in Annex 1A (hereinafter each
‘data importer”) '

have agreed to these-standard contractual clauses (hereinafter; ‘Clauses’).
These Clauses apply with respect to the transfer of personal data as specified in Annex.I.B.

The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these
Clauses. '

Clause 2
Effect and invariability of the Clauses

These Clauses set out appropriate safeguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation {EU) 2016/679 and, with respect to
data transfers from controllers to processors dnd/or pracessors to processors, standard contractual clauses
pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the
appropriate Module(s) or to add or update information in the Appendix. This does not prevent the Parties
from including the standard contractual clauses taid down in these Clauses in-a wider contract-and/or to add
other clauses or additional safeguards, provided that they do not contradict, directly or indirectly, these
Clauses or prejudice the fundamental rights or freedoms of data subjects.

These Clauses are without prejudice to obligations to which the data exporter is subject by virtue of
Regulation (EU) 2016/679.




(a)

(b)

(@

(b)
(©)

Clause 3
Third-party beneficiaries

Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter

-and/or data importer, with the following exceptions:

i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;

(i)’  Clause 8.5 () and Clause 8.9(b);

- (iiiy  imtentionally left blank as wa,

{iv)  Clause 12(a) and {d);

(v) Clause 13;

{vi) Clause 15.1(c), (d) and (e}
{vii) Clause IG(E);

(viii} Clause 18(a) and (b);

Paragraph (a) is without prejudice to rights of data subjects uﬁder Regulation (EU) 2016/679.

Clause 4
Interpretation

Where these Clauses use teims that are defined in Regulation (EU) 2016/679, those teims shall have the
same meaning as inthat Regulation. '

These Cléus_ES_shali be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.

These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679

Clause 5

Hierarchy

In the event of a coritradiction between these Clauses and the provisions of related agreements between the Parties,
existing at the time thiese Clauses are agreed-or entered into thereafter, these Clauses shall prevail.

Clause 6

Description of the transfer(s)

The details of the transfer(s), and in particular the categories of personal data that are transferred and the purpose(s)
for which they are transferred, are specified in Annex LB.

(a)

Clause 7
Docking clause
An entity that is not a'Party to these Clauses may, with the agreement of the Parties, accede to these Clauses

at any time, either as a data exporter or as a data importer, by completing the Appendix and signing Annex
LA.




(®)

{e)

Once it has completed the Appendix and signed Annex 1.A, the acceding entity shall become a Party to

these Clauses and have the rights and obligations of a data exporter or data importer in accordance with its

designiation in Annex LA.
The acceding entity shall have no rights or obligations arising under these Clauses from the period prior to
becoming a Party.
SECTION II — OBLIGATIONS OF THE. PARTIEé
Clause 8

Data profection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able, through
the implementation of appropriate technical and organisational measures, to satisfy its obligations under these
Clauses.

8.1

82

Purpose limitation

The data importer shall process the personal data only forthe specific purpose(s) of the transfer, as set out
in Annex LB. It may only process the personal data for another purpose:
{i) where it has obtained the data subject’s priof consent;

(ii)  where necessary for the establishinent, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings; or

(iii)  where necessary in order to protect the vital interests of the data subject or of another natural person.

Transparency
(a)  Inorderto enable data subjects to effectively exercise their rights pursuant to Clause 10, the data
importer shall inform them, either directly or through the data exporter:
(i)  ofits'identity and contact details; '
(ii)  of'the categories of personal datd processed;
(i)  of theright to obtain a copy of these Clauses;

(vi)  where itintends to onward transfer the personal data to any third party/ies, of the recipient or
categories of recipients (as appropriate with a view to providing meaningful information),
the purpose of such onward transfer and the ground therefore pursuant to Clause 8.7.

(b}  Paragraph (a) shall not apply where the data subject already has the information, including when

such information has already been provided by the data exporter, or providing the information
proves impossible or would involve a disproportionate effort for the data importer. In the latter case,
the data importer shall, to the extent possible, make the information publicly available,

{c)  Onréquest; the Parties shall make a copy of these Clauses, including the Appendix as completed by
them, available to the data subject free of charge. To the extent necessary to protect business secrets
or other confidential information, including personal data, the Parties may redact part of the text of

the Appendix prior to sharing a copy, but shall provide a meaningful summary where the data subject )

would otherwise not be able to understand its content or exercise his/her rights. On request, the
Parties shall provide the data subject with the reasons for the redactions, to the extent possible
without revealing the redacted information.

(d)  Paragraphs (a) to (c) are without prejudice to the obligations of the data exporter under Articles 13
and 14 of Regulation (EU) 2016/679.




8.3

84

8.5

Accuracy and data minimisation

(a)

(&)

()

Each Party shall ensure that the personal data is accurate and, where necessary, kept up to date. The
data importer shall take every reasonable step to ensure that personal data that is inaccurate, having
regard to the purpose(s) of processing, is-erased or rectified without delay. :

If one of the Parties becomes aware that the personal data it has transferred or received is inaccurate;
ar has become outdated, it shall inform the other Party without undue delay.

The data importer shall ensure that the personal data is adequate, relevant and limited to what is
necessary in relation to the purpose(s) of processing.

Storage limitation

The data importer shall retain the personal data for no longer than necessary for the purpose(s) for which it
is processed. It shall put in place appropriate technical or organisational measures to ensure compliance
with this obligation, including erasure or anonymization of the data and -all back-ups &t the end of the
retention period.

Security of p'rm_:essingd

(a)

(b)

(©

CY

(e)

®

The data importer and, during transmission, also ‘the data exporter shall implement appropriate
technical and organisational ‘measures to ensure the security of the personal data, including
protection against a breach of security leading to accidental or unlawful destruction, loss, alteration,
unauthorised disclosure or access (hereinafter ‘personal data breach’). In assessing the appropriate
level of security, they shall take dué account of the state of the art, the costs of implementation, the
nature, scope, context and purpose(s) of processing and the risks involved in thie processing for the
data subject. The Parties shall in particular consider having recourse to encryption or
pseudonymisation, including during transmission, where the purpose of processing can be fulfilled
in that manner.

The Parties have agreed on the technical and organisational measures set out in Annex 1I. The data
importer shall carry out regular checks to ensure that these measures continue. to provide an
appropriate level of security.

The data importer shall ensure that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of confidentiality.

In the event of a personal data breach cohicerning personal data procéssed by the data importer under
these Clauses, the data importer shall take appropriate measuresto address the personal data breach,
including measures to mitigate its possible adverse effects.

In case of a personal data breach that is likely to result in a risk to the rights and freedoms of natural
persons, the data importer shall without undue delay notify both the data exporter and the competent
supervisory authority pursuant to Clause 13. Such notification shall contain i) a description of the
nature of the breach (including, where possible, categories and approximate number of data subjects
and personal data records concerned), i) its likely consequences, iii) the measures taken or proposed
to address the breach, and iv) the details of a contact point from whom more information can be
obtained. To the extent it is not possible for the data importer to provide all the information at the
same time, it may do so in phases without undue further delay.

In case of a personal data breach that is likely to result in 2 high risk to the rights and freedoms of
natural persons, the data importershall also notify without-undue delay the data subjects concerned
ofthe personal data breach and its nature, if necessary in cooperation with the data exporter, together
with the information referred to in paragraph (e), points ii} to iv), unless. the data importer has
implemented measures to significantly reduce the risk to the rights or freedoms of natural persons,
or notification would involve disproportionate efforts. In the latter case, the data importer shall
instead issue a publit communication of take a similar measure to-inform the public of the personal
data breach.

10




8.6

8.7
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(zg)  The data importer shall document all relevant facts relating to the personal data breach, including its
effects and-any remedial action taken, and keep a record thereof.

Sensitive data

Where the transfer involves personal dadta revealing racial or ethnic origin, political opinions, religious or

philosophical beliefs, or trade union membership, genetic data, or biometric data for the purpose of uniquely

identifying a natural person, data concerning health or a person’s sex. life or sexual orientation, or data
relating to criminal convictions or offences. (hereinafter ‘sensitive data’), the data importer shall apply
specific restrictions and/or additional saféguards adapted to the specific nature of the data and the risks
invotved. This may include restricting the personnel permitted to access the personal data, additional
security measures (such as pseudonymisation} and/or additional restrictions with respect to further
disclosure;

Onward transfers

The data importer shall not disclose the personal data to a third party located outside the European Union
(in the same country as the data importer or in another third country, hereinafter ‘onward transfer’) unless
the third party is or agrees t0 be bound by these Clauses, under the appropriate Module: Otherwise; an
onward transfer by the data importer may only take place if

(i)  itistoa country beﬁeﬁtting- from an adequacy decision pursuant to Article 45 of ‘Regulatibn (EL)
' 2016/679 that covers the onward transfer;

(ii)  the third party otherwise ensures apﬁropriate safeguards pufsuant to Articles 46 or 47 of Regulation
(EU) 2016/679 with respect to the processing in question;

(iify  the third party entets into a binding instrument with the data importer ensuring the same level of
data protection as under these Clauses, and the data importer provides a copy of these safeguards to
the data exporter;

(iv) itis necessary for the establishment, exercise or defence of legal claims in the context of specific
administrative, regulatory or judicial proceedings;

(v) it is necessary in order to protect the vital interests of the data subject or of another natural person;
or

{vi)  where none of the other conditions apply, the data importer has obtained the explicit consent of the
data subject for an onward transfer in a specific situation, affer having informed him/her of its
purpose(s), the identity of the recipient and the possible risks of such transfer to him/her due to the
lack of appropriate data protection safeguards. In this case, the data importer shall inform the data
exporter and, at the request of the latter, shall transmit to it. a copy of the mformatlon provided to the
data subject.

Any onward transfer is subject to compliance by the data importer with all the other safeguards under these
Clauses, in'particular purpose limitation. \

Processing under the authority of the data importer

The data importer shall ensure that any person acting under its authority, including a processor, processes
the data only on its instructions.

Documentation and compliance

()  Each Party shall be able to demonstrate compliance with its obligations under these Clauses. In
particular; the data importer shall keep appropriate documentation of the processing activities carried
‘out under its responsibility.

(b)  The data importer shall make such documentation available to the competent supervisory authority
on request,

I
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{b)

(c)
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{e)
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()

Clause 9
Use of subfprocessors

Intentionally left blank as vot applicable

Clause 10
Data subject rights

The-data importer, where relevant with the assistance of the data exporter, shall deal with any enquiries and
requests it receives from a data subject relating to the processing of his/her personal dafa and the exercise
of histher rights under these Clauses without undue delay and at the latest within one monih of the receipt
of the enquiry or request. The data importer shall take appropriate measures to facilitate such enquiries,
requésts and the exercise of data subject rights, Any information provided to the data subject shall be in an
intelligible and easily accessible form, using clear and plain language. '

In particular, upon request by the data subject the data importer shall, free of charge:

(i)  provide confirmation to the data subject as to whether personal data concerning him/her is being
processed and, where this is the case, a copy of the data relating to him/her and the information in
Annex [; if personal data has been or will be onward transferred, provide information on recipients
or categories of recipients (as appropriate with.a view to providinig meaningful information) to which
the personal data has been or will be onward transferred, the purpose of such onward transfers and
their ground pursuant to Clause 8.7; and provide information om the right to lodge a complaint with
a supervisory authority in accordance with Clause 12(c)(i);

(i) pectify inaccurate or incomplete data concerning the data subject;

{ii) erase personal data concerning the data subject if such data is being or has been processed in
violation of any of these Clauses ensuring third-party beneficiary rights, or if the data subject
withdraws.the consent on which the processing is based.

Where the data importer processes the personal data for direct marketing purposes, it shall cease processing
for such purposes if the data subject objects to it.

The data importer shall not make a decision based solely on the automated processing of the personal data
transferred (hereinafier ‘automated decisien®), which would produce legal effects concerning the data
siibject or similarly significantly affect him/her, unless with the explicit consent of the data subject orif
authorised to doso under the laws of the country of destination, provided that such laws lays down suitable
measures to safeguard the data subject’s rights and legitimate interests. In this case, the data importer shall,
where necessary in cooperation with the data exporter:

(i)  inform the data subject about the envisaged automated decision, the envisaged consequences and
the logic involved; and

(ii)  implement suitable safeguards, at least by enabling the data subject to contest the decision, express
his/her point of view and obtain review by 4 human being.

Where requests from a data subject are excessive, in particular because of their repetitive character, the data
importer may either charge a reasonable fee taking into account the administrative costs of granting the
request or refuse o act on the request.

The data importer may réfuse a data subject’s requést if such refusal is a_lilowed under the laws of the country
of destination and is necessary and proportionate in a démocratic society to protect one of the objectives
listed in Article 23(1) of Regulation (EU) 2016/679.

Tf the data importer intends to refuse a data subject’s request, it shall inform the data subject of the reasons
for the refusal and the possibility of lodging a complaint with the competent supervisory authority and/or
seeking judicial redress.
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(2)

b}

()

() .

(c)
6y

(a)

(b)

©

(d)

(e)

{a) .

Cliause 11

Redress

The data importer shall inform data subjects in a transparent and -easily accessible format, through

individual notice or on its website, of a contact point autherised to handle complaints. It shall deal promptly
with any complaints it receives from a data subject

In case of a dispute between a data subject and one of the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep
each other informed about such disputes-and, where appropriate, cooperate in resclving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall
accept the decision of the data subject to: '

{1 lodge a complaint with the supervisory authority in the Member State of his/her habitual residence
or place of work, or the competent supervisory authority pursuant to Clause 13;

(ii)  refer the dispute to the competent courts within the meaning of Clause 18.

The Parties accept that the data subject may be represented by a not-for-profit body, organisation or

"association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679.

The data importer shall abide by a decision that is binding under the applic‘ab‘le EU or Memmber State law.
The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and
procedural rights to seek remedies in accordance with applicable laws.

Clause 12

Liability

Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach

~ of these Clauses.

Each Party shall be liable to the data subject, and the data subject shall be entitled to receive compensation,
for any material or non-material damages that the Party causes the data subject by breaching the third-party
beneficiary rights under these Clauses. This is without prejudice to the liability of the data exporter under
Regulation (EU) 2016/679. '

Where more than one Party is responsible for any dam_::ige caused to the data subject as a result of'a breach
of these Clauses, all responsible Parties shall be jointly and severally liable and the ddta subject is entitled
to bring an action in court against any of these Patties. '

The Parties agree that if one Party is held liable under paragraph (c), it shall be entitled to claim back from
the other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

The data importer may not invoke. tlie conduct of a processor or sub-processor to avoid its own liability.

Clause 13
Supervision
The supervisory authority with responsibility for ensuring compliance by the data exporter with Regulation

(EU) 2016/679 as regards the data transfer, as indicated in Annex L.C, shall act as competent supervisory
authority.



(b)

The data importer agrees fo submit itself to the jurisdiction of and cooperate with the competent supervisory
authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data
importer agrees to respond to enguiries, submit-to audits and comply with the measures adopted by the
supervisory authority, including remedial and compensatory measures. It shall provide the supervisory
authority with written confirmation that the necessary actions have been taken.

SECTION [l —~ LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES

(a)

)

{©)

(d)

(&)

)

Clause 14
Local laws and practices affecting compliance with the Clauses

The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable to the processing of the personal data by the data importer, including any
requirements to disclose personal data or measures authorising access by public authorities, prevent.the
data impoitet fiom fulfilling its obligations under these Clauses. This is based on the understandirig that
laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what -
is necessary and proportionate in a democratic society to safeguard one of the objectives listed in Article
23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.

The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular
of the following elements:

(i)  the specific circuinstances of the transfer, including the length of the processing chain, the number
of actors involved and the transmission channels used; intended onward transfers; the type of
recipient; the purpose of processing; the categories and format of the fransferred personal data; the
economic sector in which the transfer occurs; the storage location of the data transferred;

(i)  the laws and practices of the third country of destination~ including those requiring the disclosure
of data to public authorities or authorising access by such authorities —relevant in light of the specific
circumstances of the transfer, and the applicable limitations and safeguards;

(iii) any relevant contractual, technical or organisational safeguards put in place to supplement the
- safegiiards undér these Clauses, including measures applied during transmission and to the
processing of the personal data in the country of destination.

The data importer warrants that, in carrying out the assessment under paragraph (b}, it has made its best
efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate
with the data exporter in ensuring compliance with these Clauses.

The Parties agree to docuinent the assessment under paragraph (b) and make it-available to the competent
supervisory authority on request. '

The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and
for the duration of the contract, it has reason to believe that it is or has become subject to laws or practices
not in line with'the réquirements under paragraph (a), including following a change in the laws of the third
country or a measure (such as.a disclosure request) indicating an application of such laws in practice that
is not in line with the requirements in paragraph (a).

Following a notification pursuant to paragraph (e), or if the data exporter otherwise has reason to believe
that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall
promptly identify appropriate measures (e.g, technical or organisational measures to ensure security and
confidentiality) to be adopted by the data.exporter and/or data importer to address the situation. The data
exporter-shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can
be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter
shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these
Clauses. If the contract involves more than two Parties, the data exporter may exercise this right to
termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the
contract is terminated pursuant to this Clause, Clause 16(d} and (&) shall apply.
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15.1

15.2

(@)

(b)

{©)

Clause 13
Obligations of the data importer in case of access by public authorities
Notification

(a)  The data importer agrees to niotify the data exporter and, where possible, the data subject promptly
(if necessary with the help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judicial authorities,
“under the laws of the cointry of destination for the disclosure of personal data transferred
pursuant to these Clauses; such notification shall include information about the personal data
requested, the requesting authority, the legal basis for the request and the response provided;
or > :

(ii)  becomes aware of any direct access by public authorities to personal data transferred pursuant
to these Clauses in accordance with the laws of the country of destination; such notification
shall include all information available to the importer.

(b)  If the data importer is prohibited from notifying the data exporter and/or the data subject under the
laws of the country of destination, the data importer agrees to use its best efforts to obtain a waiver
of the prohibition, with a view to communicating as much inforination as possible, as soon as
possible. The data importer agrees. to document its best efforts in order to be able to demonstrate
them on request of the data exporter.

(c)  Where permissible under the laws of the country of destination, the data importer agrees to provide
the data exporter, at regular intervals for the duration of the contract, with as much relevant
information as possible on the requests received (in particular, number of requests, type of data
requested, requesting authority/fes, whether requests have been chailenged and the cutcome of such
challenges, etc.). .

(d)  Thedata importeragrees to preserve the information pursuanpt to paragraphs.(a) to (c) for the duration
of the contract and make it available to the competent supervisory authority on request.

(e)  Paragraphs (a) to (c) are without prejudice to the obligation of the data importer pursuant to Clause
14{e) and Clause 16 to inform the data exparter promptly where it is unable to comply with these
Clauses.

Review of legality and data minimisation

The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the courtry of destination, applicable obligations under international law and principles of
international comity. The data importer shall, under the same conditions, pursue possibilities of appeal.
When challenging a request, the data importer shall seek interim measures with a view to suspending the
effects of the request until the competent judicial authority has decided on its merits. It shall not disclose
the personal data requested until required to do so under the applicable procedural rules, These requirements
are without prejudice to the obligations of the data importer under Clause 14(e).

The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the extent permissible under the laws of the country of destination, make the documentation
available to the data exporter. It shall also make it-available to the competent supervisory authority on
request. : ’

The data importer agrees to provide the minimum amiount of information permissible when responding to
a request.for disclosure, based on a reasonable interpretation of the request.
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(2)

(b)

(c}

{d)

(e

SECTION IV - FINAL PROVISIONS
Clause 16
Non-compliance with the Clausés and termination

The data importer shall promptly inform the data exporter if it is unable to.comply with these Clauses, for
whatever reason.

n the event that the data importer is in breach of these Clauses or unable to comply with these Clauses, the
data exporter shall suspend the transfer of personal data to the data importer until compliance is again
énsured or the contract is terminated. This is without prejudice to Clause 14(f).

The data exporter shall be entitled to terminate the contract, insofar as it concerns the procéssing of personal
data under these Clauses, where:

(i)  the data exporter has suspended the transfer of personal data to the data importer pursuant to
paragraph (b) and comipliance with these Clauses is not restored within a reasonable time and in any
event within one month of suspension;

(i)  the-data importer-is in substantial or persistent breach of these Clauses; or

(iif). the data importer fails to comply with a binding decision of a competent court or supervisory
authority regarding jts obligations under these Clauses. .

In these cases, it shall inform the competent supervisory authority of such non-compliance. Where the
contract involves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise.

Personal data that has been transferred prior to the termination of the contract pursuant to paragraph (c)
shall at the choice of the data exporter immediately bereturned to the data exporter or deleted in its entirety.
The same shall apply to any copies of the data. The data importer-shall certify the deletion of the data to
the data exporter. Until the data is deleted or returned, the data importer shall continue to ensure compliance
with.these Clauses. In case of local laws applicable to the data importer that prohibit the return or deletion
of the transferred personal data, the data importer warrants that it will continue to ensure compliance with
these Clauses and will only process the data to the extent and for as long as required under that local law.

Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission
adopts a decision pursuant to. Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal
data to which these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the legal framework
of the country to which the personal data is transferred. This is without prejudice to other obligations
applying to the processing in question under Regulation (EU) 2016/679.

Clause 17

Governing law

These Claiises shall be governed by the law of one of the EU Member States, provided such law allows for third-
party beneficiary rights. The Parties agree that this shall be the law of Germany.

(a)
(b)

Clause I8
Choice of forum and jurisdiction
Any dispute arising from these Clauses hall be resolved by the courts of an EU Member State.

The Parties agree that those shall be the courts of Germany.
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(d)

A data subject may also bring legal proceedings against the data exporter and/or data importer before the
courts of the Member State in which he/she has his/her habitial residence.

'The Parties agree to submit themselves to the jurisdiction of such courts.
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APPENTIX
TO EXHIBIT 1

ANNEX T A To EXHIBIT 1
- LIST OF PARTIES —

Name Commerzbank AG, Vienna Branch
Address Hietzinger Kai 101 - 105, 1130 Vienna, Austria
Contact persen’s  name, | Data Protection Contact

position and contact details:

Commerzbank AG, Vienna Branch o
Hietzinger Kai 101-105, 1130 Vienna, Austria
E-mail: infe.vienna@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer " yes
Contmﬁer yes
Processor yes

Signature and date

Te k U EIV uﬁt'g?s_léh rieben von

Tekielve, Joerg

Daturn: 2022.11.25
e, Joerg fnii
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Name Commerzbank AG, Brussels Branc.h
Address 29, Boulevard Louis Schmidt, 1040 Bruxelles, Belgium
Contact  person’s  mname, | Data Protection Officer

position and contact details:

Commerzbank AG, Brussels Branch

Boulevard Louis Schmidt 29

1040 Brussels, Belgium

E-mail: compliance.belgiumi@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes

Data Importer yes

Controller yes

Processor yes

Signature and date o

8 < Paduwaf; Digily saned by Olbitally sighed by

Christallo memisrr Kellen 2 e yun
Lnristelle sspass soror Martin ﬁ%%ﬁ?{i)‘
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Name

Comnierzbank AG acting through

COMMERZBANK Aktiengesellschaft, pobotka Praha

Address

Jugoslavskd 93471, 120 00 Praha 2 - Nové Mésto, Czech Republic

Contact  person’s  name.
position and contact details:

Data Protection Cantael
C?omm_crzbz_mk AQG, pobacka Praha
Jugostavskd 93441, 120 00 Praha 2, Crech Republic

P

E-mail: GS-0QS81SPragaicommerzhank. com

Activitics relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as hut not
limited to the opening dnd maintaining of accounis. credit relations cic.

Diita Exporter yes
Data Imporier yes
Controller yes
Processor ves

Signature and date

*udavi_t Ban
BrOXy pavel Curilla




Name

. Commerzbank AG, Paris Branch

Address.

86 Boulevai‘d Haussmann, 75008 Paris, France

Contact  person’s  name,
position and contact details:

Data Protection Officer )
Commerzbank AG, Paris Branch

86 Boulevard Haussmann - F~75008 Paris
E-mail: rdt@commerzbank.com

Activities refevant to the data

transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations ete,

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

| Signature and date

+01'00"
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Name

Conmimerzbank AG

Address

KaiserstraBe 16 (Kaiserplatz), 60311 Frankfurt/Main, Germany

Contact  person’s  name,
position and coritact details:

Data Protection Officer

Commerzbank AG

Kaiserstrasse 16 (Kaiserplatz), 60261 Frankfurt am Main
E-mail: datenschutzbeauftrapter@commerzbank.com

Activities relevant 1o the data
transferred under these Clauses

A broad range of banking activities such as but not limited to the opening and
maintaining of accounts; credit relations ete,

Dt Exporter

yes
Data Importér yes
Controller yes
Processor yes

Signature and date

1: 2022.12.08
49 +01'00*

Hetlbaitm | Undh
AR A4, 20 AR
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position and contact details:

Name Commerzbank AG, Milan Branch
Address Corso Europa 2, 20122 Milan, Italy
Contact  person’s  name, | Data Protection Contact

Commerzbank AG, Milan Branch
Corso Buropa 2, 20122 Milano, italia
E-mail: compliance.milsno@commeérzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit refations etc.

Data Exporter yes
Data Importer yes
" Controller yes
Processor yes

' Signature and date

itally signed by Casartelli, Luciano

Casartelli, Luciano_ te: 20221205 14:28:01 +01700"

Braun,
Kristian

ally signed by Braun, Kristian
Nur zur internen

idung, cn=Braun, Kiistian,
stian Braun@commerzb

022,11.25 13:54:.05 +071°00'
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Name

Commerzbank AG, Luxembeurg Branch

Address

25, rue Edward Steichén
L-2540 Luxembourg
Grand Duchy of Luxembourg,

Contact  person’s  name,

position and contact details:

Data Protection Contact

Commerzbank AG, Luxembourg Branch

25, rue Edward Steichen, L-2540 Luxembourg

Grand Duchy of Luxembourg

E-mail: datenschutzbeauftragter@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations ete.

Data Exporter 9 yes
Data Importer yes
Controller yes
Processor .yes

Sigmamreanddare

Luxe,boﬁg, 21.11.2022
Y

T, .
Karsten) 3ieber
Manaairg} Director

/

anaging Director
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Name

Commerzbank Finance & Covered Bond S.A.

Address

25, rue Edward Steichen,
L-2540 Luxembourg
Grand Duchy of Luxembourg

Contact  person’s  name,
position and contact details;

Data Protection Contact

Commerzbank Finance & Covered Bond S.A.
25, rue Edward Steichen, L-2540 Luxembourg

Grand Duchy of Luxembourg,

E-mail: dataprotection-luxembourg@commerzbank.com

Activities relevant to the data

transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller ves
Processor yes

Signature and date

. Digital

H - unterschrieben
Ba I SI " von Bais, Gerard

Gerard s

09:03:18 +01'00°

Robert:Thosmmes

Thoemmes.pat
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Name Commerzbank AG, Amsterdam Branch
Address Claude Debussylaan 24 (10th Floor), 1082 MD Amsterdam, The Netherlands
Contact  person’s  name, | Data Protection Contact

position and contact deétails:

Commerzbank AG, Amsterdam Branch
Claude Debussylaan 24, 1082'MD Amsterdam, The Netherlands
E-mail: DataprotectionAMS@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date
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Name’ mBank SA
Address ul. Prosta 18,
00-850 Warszawa
Poland
Contact  person’s  name, | Data Protection Contact (Inspector Danych Osobowych)

position and contact details:

mBank SA
ul. Prosta 18, G0-850 Warszawa, Poland
E-miail: inspektordauvchosobmwch@mbank.nl

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accotnts, credit relations ete.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

4312, 1wt
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Name ; Commerzbank AG, Madrid Branch

Address Torre de Cristal, Paseo de la Castellana 259 C, 28046 Madrid, Spain

Contact  person’s  name, | Data Protection Contact

position and contact details: Commerzbank AG, Madrid Branch

Paseo de la Castellana 259 C, 28046 Madrid, Spain
E-mail: Madrid.Protecciondatos@commerzbank.com

Activities relevant to the data | A broad range of banking activities for corporate customers such as but not
transferred under these Clauses | limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importef _ yes
Controller . yes
Processor yes

Signature and date
Daum,

Jens ({€
Madrid).

'Dj;jii;llyslgned
by Masalles,
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Name

Commerzbank AG, Filiale Ziirich

Address

Pelikanplatz 15, 8001 Zrich, Switzerland

Contact  person’s  name,
position and contact details:

Data Protection Contact

Commerzbank AG, Zurich Branch
Pelikanplatz 15, 8001 Zirich

Telefon: +41 44563 6931 _
datenschutz.zuerichZ@commerzbank. com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc,

Data Exporter yes
Data Importer yes
Controller yes.
“Processor yes

Signature and date

hgital unterschrieben
von Ketteler, Christian
Datum: 2022:12.09
:54 +01'00°

\ ital unterschrieben
De Dem n De Demo, Walter
Datiim: 2022.12.12
Walter 10/42:14 +0100°
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Name

Commerzbank AG, London Branch

Address

30 Gresham Street, London EC2V7PG, United Kingdom

Contact  person’s  name,
position and contact details:

Data Protection Officer

Commerzbank AG, London Branch

30 Gresham Street, London EC2V 7PG, UK

E-mail; Dataprotection.Jondon®commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data fmporter yes
Confroller yes
Processor

yes

Signature and date

Digitally signed

Dan
May
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Name

Commerzbank AG, Beijing Branch

Address

Suijte 2502 East Tower, Twin Towers, B-12 Jianguomenwai Dajie, Chaoyang

District, Beijing 100022, Peoples Republic of China

Contact  person’s  name,
-position and contact details:

Data Protection Officer

Commerzbank AG, Beijing Branch

2602, C Tower, Beijing Yintai Cenire, No.2 fianguomenwai Street, Chaoyang

Dlstmct Beijing 100022

E-mail: DPOChini@commerzbank.com

Activities relevant to the data

transferred under.these Clauses.

A broad range of banking activities for corporate customers such as but not

limited to-the opening and maintaining of accounts, credit reiations etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

Yilan {Clerient);
t mmLyntan_:humm
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Name

Commerzbank AG, Shanghai Branch

Address

37F, Shanghai World Financial Center, 100 Century Avenue, Pudong,
200120 Shanghai, Peoples Republic of China

Contact  person’s  name,
position and contact details:

Data Protection Officer

Commerzbank AG, Shanghai Branch

37F Shanghai World Financial Center, 100 Century Avenue, Pudong,
Shanghai 200120

E-mail: DPOChinaicommerzbank.com

Activities relevant to the data

transferred under these Clauses

A broad range of banking activities for primarily corporate customers such-as
but not limited to the opening and maintaining of accounts, credit relations
etc.

Data Exporter yes
Data Importer yes
Controller yes
Préces‘sor yes

Signature and date

Zhu,
Yifar
(cl
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Name

Commerzbank AG, Hong Kong Biranch

Address

Room 1502, 15th Floor, Lee Garden One, 33 Hysan Avenue, Causeway Bay,
Hong Kong :

Contact  person’s  name,
position and contact details:

Room 1502, 15th Floor, Lee Garden Orie, 33 Hysan Ayenue, Catseway Bay
- Phone: -

Data Protection Officer
Commerzbank AG, Hong Kong Branch

E-mail; PPOHongKong@commerzhank.com

Activities relevantto the data

transferred under these Clauses

‘1 (business is being wound down)

A broad range of banking activities for corporate customers such as but not
limited to the dpening and maintaining of accounts, credit relations efc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes;

Signature and daté

P
Za i1 [ 2o

Aoy BaeeensS

CEO Hons e @ﬁﬁmr_ﬂ

29 /ufzoz2
LILY FANG
COC HonNG KoNG |
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Naine

Commeérzbank AG, Tokyo Branch

Address Glass Cube Shinagawa 10F, 4-13-14 Higashi-Shinagawa, Shinagawa-ku,
Tokyo 140-0002, Japan :
Contact  person’s  name, | Data Protection Officer

position and contact details:

Commerzbank AG, Tokyo Branch
Glass Cube Shinagawa 10F 4-13-14 Higashi-Shinagawa, Shinagawa-ku
E-mail: tekvo-corporatesinternational@commerzbank.com

Activities relevant to the data
transferred under_these Clauses

A broad range of banking activities for corporate customers such as but not |

limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

Yasutaka
Sajima
Nicolas
Chagnon
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Name

Commeérzbank (Eurasija) AO

Address

14/2 Kadashevskaya Nab., 119017 Moscow, Russia

Contact  person’s  name,
position and contact details:

Data Protection Contact (ISQ)

Commerzbank (Eurasija) AQ (subsidiary)

119017 Moscow, Russia, Kadashevskaya nab., 1472
E-mail: fso.moéscowi@@eommerzbank.com

Data Protection Contact (COQ)

Commerzbank (Eurasija) AO (subsidiary)

119017 Moscow, Russia, Kadashevskaya nab., 14/2
E-mail: it.moscow@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking -activities for primarily corporate customers such as
but not limited to the opening and maintaining of accounts, credit relations
ete.

Data Exporter yes

Data Importer yes

Controller yes

Processor yes

Signature and date jtal unterschrieben van
ROSCher: Roscher, Michael

Datlm: 2022.11.16 15:41:29
03'0

Michael

rthur
Date: 2022.11,16 18:47:38 +03'00

Gorokhovsky, Arth
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Naine

Commerzbank AG, Singapore Branch

Address

‘71 Robinson Road #12-01, Singapore 068895

Contact- person’s  name,
position and contact details;

Data Protection Officer |

Commerzbank AG, Singapore Branch

71 Robinson Road, #12-01, Singapore 068895
Phone: +65 63110 338

E-mail: DPOSineaporefcommerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited o the opening and maintaining of accounts, credit relations. etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

50 +08'00'
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Name

Commerzbank AG, New York Branch

Address

225 Liberty Street, New York, NY 10281-1050, USA

Contact  person’s  name,
position and contact details:

Data Protection Contact
Commerzbank AG, New York Brarch
225 Liberty Street, New York, NY 10281-1050, USA

E-mail: infosecnyf@eommerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but riot
limited to the opening and maintaining of accounts, credit relations ete.

Data Exporter yes
Data Importer yes
Controller yes
Processor

yes

Signature and date

offerzbank AG New York Branch
/CEO & Regional Board Member
North America

G\encr"a,l‘ Manager +(00

 Commerzbank AG N \/O‘ik Bran i
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Name

Commerz Markets LLC

Address

225 Liberty Street, New York, NY 10281-1030, USA

Contact  person’s  name,
position and contact details:

Data Protection Contact |

Commerz Markets LLC

225 Liberty Street, New York, NY 10281-1050, USA
E-mail: infosecnv(@commerzbank.com -

Activities relevant to the data
fransferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations-etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

§ ;5""‘“: i
~ " John Geremla . LEE AN N
=" Commerz Markets LL i |
’ President Ry A'\)
(oo C(oaIEL
MARKETS WL

™~
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Categories of data subjects whose personal data is transferred

The personal data transferred concern, in particular, the following categories of data subjects:

1.. Customers
Contact persons of (corporate) customers and of potential (corporate) customers )

3. Individual representatives/authorized signatories and/or authorized traders/directors (senior executives,-
members of the board or governing body} of {corporate)} customers or of potential corporate customers

4. Ultimate beneficial ownersfshareholders of (corporate) customers and of potenitial corporate customers

Categories of personal data transferred

The personal data transferred concern, in particular, the following categories of data:

1. Customers, e.g.

Full name / first names

Title

Function

E-mail address

Phone, fax _ .
Date and place of birth (depending on local
requirements of Sales location)
Passport/identity card details {copy of
document normally provided)

Private address/country of residerice
Citizenship

PEP information

Tax ID

Results of screening and negative news search

. Contact persons of {corporate} customers and of
potential {corporate) customers, e.g.

Name
Function,
Phone, fax
E-mail address
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3. Individual representatives/authorized signatoties | 4. Ultimate beneficial owners/shareholders  of

andfor authorized traders/directors * (senior corporate customers and of potential corporate
executives, members of the board or governing CUstomers, e.g. :
body) of (corporate) customers or potential
{(corporate) customers, e.g. ¢  Full name/first names
e Title

e Full name/first names 4 «  Date and place of birth (depending on local
e Title requirements of sales location)
« Function ' e Passportfidentity card details (copy of
» E-mail address " document if exceptionally required)
« Phone, fax e Private address/country of residence
s Date and place of birth (depending on local e Investment percentage

requirements of sales location) e  Citizenship
s Passport/identity card details {copy of «  PEP status and PEP information

document normally provided) = Position/function in company
e Private address/country of residence e  Taxresidency
¢ Citizenship e Tax Identification No. (TIN)
». PEP information s  PEP information
e TaxID A e Source of wealth, if required
» Results of screening and negative news search s  Results of screening and negative news

search

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access enly for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional s‘écurity measures.

nfa

The frequency of the transfer (e.g. whether the datais transferred on a one-off or continuous basis)

Data are transferred on a continuous basis.

Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure.

The data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA and
imported by the Commerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing

Customer Due Diligence in accordance with group-wide standards and local requirements
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The period for which the personal data will be retained, or, if that is not pessible, the criteria used to
determine that period

Group-wide standard for the maximum retention is 10 years, but a minimum retention for a period of 5 years must
be ensured; local requirements may vary.

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case™ and may vary but never go beyorid the previous trarisfer from Controller to the Processor as described herein.
If retained sub-processors, if any, are obliged by contract to erase data when the contractual relationship is
terminated or when retention periods have expired.
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Categories of data subjects whose personal data is transferred

The-personal data transferred concern, in particular, the following categories of data subjects:

1. Customers

2.  Contact persons of corporate customers and potential corporate customers
3. Individual representatives/authorized signatories and/or authorized traders/directors (senior executives,
metnbers of the board or governing body) of corporate-customers or potential corporate customers

Categories'of personal data transferred

Customers

Contact persons of (corporate)
customers and of potential
(corporate) customers

" Individual representatives/
authorized signatories and/or
authorized traders/directors
(senior executives, members of
the board or governing body) of
(corporate) customers or of
potential (corporate) customers

e.g.

o Full name/first names

Title

Function

e E-mail address

Phone, fax

Concerned data of business
relationship

Name
Function
Phone, fax

e E-mail address

e.g.

« Full name/first names:
e Title

« Function

o E-mail address

» Phone, fax

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

nfa
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The frequency of the transfer (e.g. whether tlie data is transferred on a one-off or contifiuous basis)

Data may be transferred on a continuous basis and / or on a one-off basis, e.g.. in the case of specific audit
procedures. ‘

Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure.

The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA and
imported by the Commerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing
The transfer is made, in particular, for the following purposes:

¢  For internal audit purposes and reporting purposes
»  The personal data, will only be transferred if necessary for auditing and reporting reasons and to the extent in
compliance with applicable law. It will be used ona need-to-know basis only, '

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

Data will be retained in line with applicable statutory retention periods. In particular-audit reports-for standard
audits will be retained for a period of 10 years, audit reports related to special investigations for 30 years, working.
documents for 6 years. Due to local legislation longer retention periods may apply.

For transfers to sub-processors, also specify subject matter; nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” and may vary but never go beyond the previous transfer from Controller to the Processor as described herein.
If retained sub-processors,. if any, are obliged by contract to erase data when the contractual relationship is
terminated dr when retention periods have expired,
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Categories of data subjects whose personal data is fransferred

The personal data transferred concern, in particular, the following categories of data subjects:

Trade surveillance

Communication surveillance

¢ Custotners
= Employees

Customers
Potential customers

Categories of personal data transferred

The personal data transferred concern, in particular, the following categories of data (only where applicable and

permitted under national law):

Trade surveillance:

Communication surveillance:

e.g

Order data
Trade data

o Customer data (e.g. client or counterparty data
such as client number or deposit number, decision
maker (asset management mandates, algo trade
responsibles, legal representative)
Employee data (e.g. deposit number)
Market data

e Research data

e Static data (e.g. porifolio hierarchy, instrumerit
data)

» Additional compliance data (e.g. Watch
Restricted List)

List,

eg..

E-mail data (e.g. sender, receiver, subject, text
body)

Phone recordings (e.g. audio file, participant
phone numbers)

Chat communijcation data (e.g. participants,
messages)

Customer data/potential customer data {e.g. E-.
Mail address, phone number, name, content of-
comumunication)
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Sensitive data transferred (if appliable) and applied restrictions er safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized fraining), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

n/a

The frequency of the iransfer {e.g. whether the data is transferred on a one-off or continuous basis)

Data are transferred on a continuous basis.

Nature of the processing
Data- are processed by way of recording, structuring, storing, using, disclosure by transfer, erasure.

The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex 1.A) and
imported by the Commerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing

For both, Trade and Communication Surveillance, the purpose is to adhere to legal requirements. Both systems
have the purpose of preventing, detecting and identifying insider dealing, market manipulation and. other
suspicious trades and orders.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period :

Data will be retained in line with applicable statutory retention periods.

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” and may vary bufnever go beyond the previous transfer from Controllerto the Processor as described herein.
If retained sub-processors, if any, are obliged by contract to erase data when the contraciual relationship is
terminated or when retention periods have expired.




Categories of data subjects whose personal data is tfansferred

The personal data transferred concern the following categories of data subjects:

“Global PNG List:

o Keycontrollers {if identified | o
due to local law) and ultimate
beneficial owners of corporate
customers '

e Persons included on
external lists

local

Keycontrollers (if identified
due to local law) and ultimate
beneficial owners of corporate
customers. '

Information sharing via the Internal Reporting and
Financial Crime Unit at Head Escalation:
Office
Customers e Customers Customers
Contact persons Contact persons Contact persons
» Representatives/authorized Representatives/authorized Representatives/authotized
persons persons persons

Keycontrollers (if identified
due to local law) and ultimate
beneficial owners of corporate
‘customers

Categories.of personal data transferred

The personal data transferred concern the following categories of data (only where applicable/available and

required/permitted under national law):

PNG List

Information sharing via the
Finaricial Crime Unit

Internal Reporting and
Escalation

¢ Custoniers and. contact persons, | »
representatives/authorized
persons, keycontrollers and | e
ultimate beneficial owners of
(cerporate) customers

Name

Address

Nationality

Birthplace

Birthdate v

Position

‘Reason for inclusion on
Global PNG List {if possible)

O 000 Cc00

KYC customer data and
supporting documentation
Transaction Monitoring -
transactional dafa and
supporting documentation
Suspicigus Activity Reporting
- including reports - (SARs)
reéported to regulators
Sanctions hits — customer data,
transactional data

External data - e.g. sanctions
lists, high risk industry/entities
list

Customer data (e.g. customer

name, party  information,
address information, tax
identifier information,

transacting counterparty data)
Account data (e.g. account
details, activity limits)

Products and services data (e.g.
types of products and services
used, risk ratings, expected
activity)

Transaction data

46




o]

Commerzbank branch/entity

which included the customer

to Global PNG List

s Persons  included in  local
external lists

00000 0L

Name

Address

Nationality

Birthplace

Birthdate

Position

Reason for inclusion on
Global PNG List (if possible)

Reports of findings from
internal audit,
regulator/examiner or

" compliance desk reviews

Whistieblowing data

Latest personal client contact

Name of relationship manager,

operations/services officer, or

compliance/regulatory officer

Fl regulatory services,

relationship manager, regional

head .or group compliance
input, approval, status and
comments '

Watchlists, blacklists ete.

Risk ratings (clients; cduntries,

products)

Free text:

o Descriptions of major risk
issues that are related to
money laundering, terrorist
financing or sanctions, or
any other aspect of the
AML/CTF/sanctions
compliance program

o AML/CTF/sanctions
investigations undertaken
by any  branches [
subsidiaries or regulatory
body '

o Information regarding "de-
risked"/denied customers
and products services for
compliance reasons from
other locations -
Control gaps (e.g.,
categories of transactions
that should be alérting the
monitoring system but are
not) material. internal or
external audit findings and
regulatory breaches

Reference data (e.g. country risk
rating)

External request data (e.g.
subpoéna, third-party requests)
Data regarding  ultimate
beneficial ownership, PEP
status or authorized persons
Alert-level per customer; no. of
closed alerts, trigger of alert
{standardized  reasons for

" tase/no details)

Case-level per customeér: no. of
closed cases, trigger of case
(standardized  reasons  for
case/no details) &
Regulatory reports files (e.g.
SAR) (y/n; no details shared
unless legally permissible), and
action taken (i.e. no action,
conditioned action, or
termination)

" RFT: no. of outgoing/incoming

RFI’s, evaluation RFI response
(analyst evaluates response via
score)

Sensitive data transferred (if appliable) and applied restrictions or safeguards ‘that fully fake into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions {including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

n/a

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)

Data are transferred on a continuous basis.
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Nature of the processing
Data are processed by way of collecting, recording, struciuring, storing, disclosure by transfer, erasure.

The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA and
imported by the Commerzbank entities-and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer ani further processing

The transfer is made for the following purposes:

1. Global PNG List
- Development and subsequent implementation and maintenance of global PNG List and AML/CTF prevention

2. Information sharing via the Financial Crime Unit (FCU) located at the compliance department of the
Head Office
The purpose of FCU is to act as & centralized and dedicated unit for receiving, tracking, analysing and réporting
financial ¢rime everits. The aim is to improve the group's capability to detect financial crime afid to encounter
adequate measures on a global level.

3. Internal Reporting and Escalation
As part of Internal Reporting and Escalation, certain information (e.g. information included in SARs, case
escalation metrics, Subpoenas) may be required to be shared between Head Office, the branches and/or entities
and business units (if necessary)} pursuant to legal and regulatory réquirements and/or internal policies and
procedures. Internal repoiting of metrics may be periodic or on an ad-hoc basis. Escalation may. require
transferring or remotely accessing data and/or client files (KYC file, Alerts, Cases) across locations and legal
entities.

“FThe period for which the personal data will be retai'ned? or, if that is not possible, the criteria used to
determine that period

Retention period differs from category to category

Category Al 30 years Category B: 6 years

In cases of external Suspicious Activity Report | In cases of external SAR and/or account termination,
(“SAR”) and/or account termination, e.g. for reasons { e.g. for reasons of sufficient evidence for violation of
of sufficient evidence for terrorist activities German Securities Trading Act (“WpHG™)

Category C: 12 months Category D: 10 years

In cases of external SAR related to certain obligations | Only in relation to external Service Providers, e.g. in
under German Anti-Money-Laundering (“AML”) | cases of proven criminal offences / serious suspicions
Legislation (“GWG') and/or account termination, e.g. | of criminal offences

for reasons of AML-related activities without clear
evidence
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Category E: 5 Years

Only in relation to external Service Providers, e.g. in
cases other than covered by category D

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” ahd may vary but never go beyond the previous transfer from Controller to the Processat as described herein.
If retained sub-processors, if any, dre obliged by cortract to erase data when the contractual relationship is

terminated or when retention periods have expired.
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Categories of data subjects whose personal data is transferred

The personal data transferred concern in particular the following categories of data subjects:

Existing and/or potential new (corporate) customers for credit risk (risk assessment/risk management) i.e. credit
analysis, credit decision and credit monitoring

Categories of personal data transferred

The personal data transferred concern in particular the following categories of data (only where applicable and
permitted under national law):

e With regard to credit risk (assessment/management)

For credit risk of customers (assessment/management), &.g.

Credit risk assessment relevant data-(financial information, balance sheet, rating, etc.)
Market data

Research data

Static data {(e.g. KYC data)

Additional compliance data (e.g. Watch List, Restricted List)

Credit risk data (credit agreement data, credit line and exposure data)

Qo Ot oo

e With regard to Employee data
o Employee data (e.g. e-mail, address, phone-number, Comsi-ID, department, name, functional manager,
country; employee number)

o E-mail dafa (e.g. sender, receiver, subject, text body)
o Chat communication data (e.g. participants, messages)

Sensitive data transferred . (if appliable) and applied restrictions or safeguards that fully take into
considerition the naturé of the data and the risks involved, such as for instance strict purpose limitation,
.access restiictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

n/a

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)

Data are generally transferred on a one-off basis, additional data only if deemed necessary.
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Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure

The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex I.A and
imported by the Commerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing
The transfer is made forthe purposé of credit risk assessment/credit risk management, i.e. credit analysis, credit

decisions and credit monitoring, (financial) information regarding customers/customer groups with existing and/or
potential new credit exposure.

The period for which the personal data will be retained, er, if that is not possible, the criteria used to
determine that period

Dataaré retained for petiods in accordance with applicable legal/regulatory requirements such as MaRisk.

For transfers to sub-processors, also-specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case™ and may vary but never go beyond the previous transfer from Controller to the Processor as described herein.
If retained sub-processors, if any, are obliged by contract to. erase data when the contractual relationship is
terminated. or when retenfion periods have expired.
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Categories of data subjects whose personal data is transferred

The personal data transferred concern, in particular, the following categories of data subjects:

I
2,
3

4,

‘Customers
Contact persons of {corporate) customers and of potential (corporate) customets.
Individual representatives/authorized signatories and/or authorized traders/directors (senior executives,

members of the board or governing body) of (corporate) customets or of potential corporate customers.
Ultimate beneficial owners/shareholders of (corporate) customers and of potential corperate customers

Categories of personal data transferred

The personal data transferred concern, in particular, the following categories of data:

1. Customers, e.g.

Full name/first names

Title '

Function

E-mail address

Phone, fax

Date and place of birth (depending on local
requirements of sales location)
Passport/identity card details (copy of
document norially provided)

Private address/Country of residence
Citizenship

PEP information

Tax 1D

Results of screening and negative news

search

2. Contact persons of (corporate) customers and of
potential (corporate) custotners, e.g.

Naine
Function
Phone, fax
E-mail address
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3. Individual representatives/authorized signatories | 4. Ultimate beneficial owners/sharcholders of

and/or - authorized traders/directors = (senior corporaté customers and of potential corporate
executives, members of the board or goveming customers, ¢.g.

body) of (corporaie) customers or potential

{corporate) customers, e.g. . Full name / first names

Full name / first names . Title .
Title . Date and place of birth (depending o

local requirements of Sales location)
. Passport/identity card details (copy of
‘ document if exceptionally required)

Function
s E-mail address
. Phone; fax

. . ; Private address / Country of residence
¢ Date and place of birth (depending on local : Ir:\l.:tment ercentace e
requirements of sales location) . Citizenship p g
e  Passportfidentity card details (copy -of . .
. . . PEP status and PEP information
do.cument nomally provided) . . Position/function in company
¢ Private address / Country of residence. . Tax residency
Citizenshi . .
: P];,:’Z?:;o:ri:]ation . Tax Identification No, {TIN)
. TexID . PEP information
*  Results of screening. and negative news : IS{OUI.T: offwea]th,ilfrequ‘;red i _
search ' esults of screening and negative news

search

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, vestrictions for onward transfers or additional security measures.

n/a

The frequency of the transfer (e.g. whetheér the datais transferred on a one-off or continuous basis)

Data are transferred on a continuous basis.

Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure.

The data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA and
imported by the Comimerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing

. Data is procéssed to analyze key performance indicators and fo assess the sales performance of different divisions
within Corporate Clients. Data is also procéssed to prepare portfolio steering and client review committees. The
purpose of these committees is o discuss (potential) transactions and client exposures including the analysis of a
risk and return profile of the transaction and the client




The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

10 years

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

n/a
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Competent supervisory aut_hor_ity in accordance with Clause 13 with regard to data exports where the data exporter

is established in

Austria

Osterveichische Datenschutzbehdrde
Barichgasse 40 - 42

1030 Wien

Austria

Phone: 4 43 1 52 152-0

E-mail: dsb@@dsb.ov.at

Homepage: www.dsh.gv.a

Belgium

Autorité de protection des données

Rue de Ia Presse, 35

B 1000 Bruxelles

Belgium

Phone : + 32 (0)2 274 48 00

E-mail : contact@@apd-gba.be

Homepage : Page d'accueil citoven | Autorité de protection des données
(autoriteprotectiondonnees.be) '

Bulgaria

Commission for Personal Data Protection
2 Prof. Tsvetan Lazarov Blvd.

Sofia 1592

Bulgaria

Phone; +359 2/91-53-519

E-mail: kzld@epdp.be

Homepage: hitps://www.cpdp.bg

Czech Republic

E-mail: postatinoou.cr

The Office for Personal Data Protection / Uad pro ochranu osobnfeh
tidaji

Pplk. Sochora27

170 00 Praha 7

Czech Republic

Phone: +420-234 665 111

Homepage: htips:/Awww.uooez
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France

Commission natienale de I'informatique et des libertés
3 Place de Fontenoy

TSA 80715

75334 Paris Cedex 07

France

Phone: +33 (0)1 53 73 22 22

Homepage: www.ciil fr/en/hoirie

Germany

Der Hessische Beauftragte fiir Datenschuiz und Informationsfreiheit
Postfach 3163, 65021 Wiésbaden

Gustav-Stresemann-Ring 1, 65189 Wiesbaden

Phone: +49 6 11/140 80

E-mail: postsieHefzidatenschutz.hessen.de

Homepage: hitps//www . datenschutz. hessen.de

Hong Kong

Name: Office of the Privacy Commissioner for Personal Data
Unit 1303, 13/F, Dah Sing Financial Centre, 248 Queen’'s Road East,
Wanchai, Hohg Kong

Phone: 2827 2827

E-mail: communications@pepd.org.hk (for general enquiries)

Homepage: https://www.pcpd.org.hk

Italy

Garante per la Protezione dei Dati Personali
Piazza Venezian. 11

00187 Roma

Ttaty

Phone: + 39 06 69677.1

E-mail: protocollo@epdp.it

PEC-Mail: protocollo@pec.adp.it

Homepage: https://www . garanteprivacy. it

Japan

Personal Information Protection Commission
Kasumigaseki Common Gate West Tower 32nd Floor
3-2-1, Kasumigaseki

Chiyoda-ku

Tokyo, 100-0013

Japan

Phone; +81-(0)3-6457-9680

Contact: https:// www.ppe.e0.ip/en/contactus/
Homepage: htips://www.ppc.go.jp/en/

Luxemburg

Commission nationale pour Ia protection des données
135, Boulevard du Jazz

4370 Belvaux

Luxemburg

Phone: + 352 26 10 601

E-mail; info@enpd.lu

Homepage: https://www.cnpd.ly
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The Netherlands

-{ Homepage: https:/autoriteitpersoonsgesevens.nl/nj

Autoriteit Persoonsgegevens
PO Box 93374

2509 AJ DEN HAAG

The Netherlands

Phone; +31-70-88 88 500

Peaple’s Republic of China

Office of the Central Cyberspace Affairs Commission (P 4245

‘Phone: 010-55636504

.Address: 18 1# Lujiazui East Road, Pudong New District, Shanghai 200120, 7

EMEBABREIAE)
No.15 Fucheng Road, Haidian District, Beijing

Hornepage: https://www.cac.gov.cn

China Banking and Insurance Regulatory Commission, Shanghai (L%
RRER) ‘

Address: 35#, Hehuan Road, Pudong New:District, Shanghai 200135, PRC.
Phone: 8621 38650100

Homiepage: *PEISRAT I M ST R4 (cbirc.gov.en)

China Banking and Insurance Regulatory Commission; Beijing (b 548
F3te5))

Address: B Area, Bank of Communications Tower, 20# Financial Street,
Xicheng District, Beijing 100032 '
Phone: 8610 66021378

Homepage: FE4RIT R 5B B HZ 514 (cbirc.gov.cn)

Peoplé_’s Bank of China Shanghai (A R4R17 LiE8#5)

Phone: 86 21 58845000
Homepage: L8388 (pbe.gov.cn)

People’s Bank of China Beijing (A B#RITILE E L EE T
Address: 79 Yuetan South St, Beijing 100045,

Phone: 86 10 68559550

Homepage: ‘S LEEE (JLF) (pbe.gov.cn)

Poland

Urzad Ochrony Danych Osobowych (The President of the Office for
Personal Data Protection)

ul, Stawki 2

00-193 Warszawa

Poland

Phone:+48 22 531 03 00

E-mail; kancelaria@uodo.gov. pl
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Russia

Ynpaenerne Pockomuamsopa no HenrpanbuoMy degepalibHomy
oxpyry (Reskomnadzor Office for the Central Federal District)

17997, I'CII-7 , Mocksa r., w. Crapokawnpekoe, 0. 2, k. 10 (17997, GSP-
7, Moscow, Starokashirskoe shosse, h. 2, b. 10)

Phone: § (495)587-44-85

E-mail: rsockanc 77@rkn.cov.ry

Homepage: htips;//rkn.gov.ru/personal-data/

Singapore

The Personal Data Protection Commission
10 Pasir Panj.ang Road #03-01

Mapletree Business City

Singapore 117438

Phone: +65 6377 3131

Contact: online feedback form

Homepage: www.pdpe.gav.se

Spain

Agencia Espanola de Proteccion de Datos (AEPD)
C/Jorge Juan, 6

28001 Madrid

Spain

Phone: + 34 900 293 183

Homepage: hittps://www.agpd.es/

Switzerland

Federal Data Protection and Information Commissioner
Feldeggweg 1

CH - 3003 Bern

Phone: +471 (0338 462 43 95

Homepage: https://www.cdoeb.admin.ch

United Kingdom

The Information Commissioner's. Office
Wycliffe House, Water Lane

Wilmslow

Cheshire

SK9 5AF

Great Britain

United Kingdom

Phone: +44 303 123 1113

E-mail: dpof@ico.org.uk
Homepage: hitps//www.ico.org.uk

United States

n/a
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Description of the technical and organizational measures implemented by the data importer(s) (including any
relevant certifications) to ensure an appropriate level of security, taking into account the nature, scope, context and
purpose of the processing, and the risks for the rights and freedoms of natural persons.

A. General

Sec.1 Technical and organizational security measures to ensure an adequate data protection level

(1a) Measures to psendonymize and.anion_ymi'ze personal data:

¢ Development of data protection concepts for IT systems or a group of IT systems if personal data
of natural persons are processed within the scope of application of the- GDPR (within the EU).

+ As a matter of principle, production data will not be transferred to and used in.development and test
environments of the IT system. If this should be mandatory, however, any data will be anonymized
sufficiently before transfer. The methods of anonymization are decided case-by-case. Any
deviations must undergo a standardized exception process.

Explanation:

Pseudonymization means processing of personal data in such a manuner that the personal data can no
longer be attributed to a specific data subject without the use of additional information, provided. such
additional information is kept separately and is subject to technical and organizational measures to ensure
that the personal data are not attribited to-ari.identified or identifiable natural person. An anenymization
takes place if such additional information does not exist or is erased irrevocably.

An existing documentation (e.g. in a data protection or security concept) ¢an also be indicated.
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1b) Measures to encrypt personal data:

Development of security concepts via a centralized security analysis application of Commerzbank
for I'T applications that process personal data and for IT infrastructures.

Encryption measures as set forth in the policy of the bank (Information Security Control
Framework). Depending on the data classiﬁcatioﬁ determined by the centralized security analysis
application of Commerzbank (confidentiality level of the data) of the IT applications and the type
of processing {such as storing, transmitting), the data shall be encrypted in accordance with the
defined encoding matrix by the cryptographic processes allowed in the bank in accordance with the
technical standard.

In case of cloud services, personal data will be encrypted with Commerzbank keys which are under
control and the management of Commerzbank.

Explanation:

Encryption of personal data is a common practiée to protect such data from disclosure to unauthorized -
individuals.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

(1¢) Measures to ensure ongoing confidentiality:

Development of data protection concepts for IT systems or a group of IT systems if personal data
are processed within the scope of application of the GDPR (within the EU). '

Development of security concepts via a centralized security analysis application of Commerzbank
for IT applications that process personal data and for'IT infrastructures.

Identification of IT applications which are likely to have a high risk.

In addition, these applications will undergo a standardized. process for the Privacy Impact
Assessment.

Encryption measures; see Sec. 1 (1b).

The assignment of authorizations to IT application will be done via a standardized process according
to the principle of minimum rights ("need-to-know").

Measures regarding admission control; see sec. 2 (2b),
Measures regarding access control; see sec. 2 (2¢).

Measures regarding transfer control; see sec. 2 (2d).

Explanation:

This means measures ensuring adequate security of the personal data including protection against
unauthorized unlawful processing as well as unintentional loss, unintentional destruction or unintentional
damages. These measures must be désigned to ensure ongoing confidentiality.

An existing documentation (e.g. in a data protéction or security concept) can also be indicated.
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(1d) Measures to ensure ongoing integrity:

s Development of data protection concepts for LT systems or a group of IT systems if personal data
of natural persons aré processed within the scope of application of the GDPR (within the EU).

» Development of security concepts via a centralized security analysis application of Commerzbank
for [T applications that process personal data and for [T infrastructures.

* Conditions applicable to the development of software for the IT system for-input-validation.

s Any changes to software; hardware and othier IT infrastructure used in production shall be made in
accordance with a centralized/standardized Change Management Process.

. Securit_y Logging and Monitoring shall be carried out in accordance with the method of Security
Information and Event Management (SIEM) within the framework of operating 2 Security
Operation Centre (SOC).

» Measures regarding input control; see Sec. 2 (2e).

s Measures regarding transfer control; see Sec. 2 (2d)

Explanation:

This means measures ensuring adequate security of the personal data including protection against
unauthorized or unlawful processing as well as unintentional loss, unintentional destruction or
unintentional damages as well as uriauthorized changes. These measures must be designed to ensure
" ongoing integrity.

An existing documentation {e.g. in a data protection or security concept) can also be indicated.

(le) Measures to ensure ongoing availability:

s Use of fire protection devices (smoke and fire detectors, fire extinguishers, fire doors, fire
extinguishing systems) in the computing center and the 1T technology rooms.

s Use of a system to detect a break in.

¢ Use of the failsafe electricity supply (FES).

¢ Air conditioning in the computing center and the IT technology rooms.
e System detecting damages caused by water.

» Data backup and data export (redundant data management).

¢ Threat and risk analysis per application with preventive measures,
¢ Use of backup processes. 7

e Use of antivirus systems (centralized and decentralized).

+ Use or SPAM and content filters.

¢ Having an emergency, work-around and restart concept in place.
+ Training, instruct'ions, and annual exercises.

» Monitoring thé availabi?ity of infrastructure ‘components and apphication/databases through the
system in‘accordancc with the criticality of the data to be processed.
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s Possible production failures will be documented, processed and, if necessary, escalated by a
centralized incident/problem management process.

Explanation:

This means measures ensuring that personal data are protected against accidental destruction or loss.
These measures must be designed to ensure ongoing availability.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

{1f) Measures to ensure ongoing resilience of the systems and services:

» (Centralized capacity managémen't {load balancing; for important applications, key performance
indicators will be defined and monitored).

s Conducting penetration tests for web applications,

Explanation:

This includes measures, for example, which have to be.taken before data processing is carried out by the
controller and the processor (cf. 2i). However, continuous monitoring of the systems may also berequired.

An existing-documentation (e.g. .in a data protection or sécurity concept} can also be-indicated.

{tg) Measures for timely restoring availability in case of a physical or technical incident:

¢ Written emergency plan in accordance with the BCM framework (acc. to 1SO 22301) for all
processes and units applicable throughout the Group.

e Regular emergency tests for critical processes including the necessary resources (IT products).

s Resilient attachment to the IT infrastricture/IT systems (backip for the computing center and
server) 0 as to realize the brief storage times defined by the criticality of the processes.

A control function to ensure compliance with policy is integrated into the emergency plan and test.

Explanation:

in orderto ensure restorability sufficient safeguards on the one hand and plans of measures on the other
are conceivable which are capable of restoring operations in case of disaster scenarios (and if necessary
the foundation of the backup).

An existirig documentation (e.g. in a data protection or security concept) can also be indicated.
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Sec. 2

{1h) Measures for regalar testing, assessing and evalu:iting of the effectiveness of technical and
organizational measures:

o Continucus improvement process in the information security management system (ISMS).

e Regular compliance checks for IT systems processing personal data within the scope of the
centralized security analysis process of Commerzbauk. The results-of these checks will be included
in existing risk analyses for modification of the security concepts,

* ‘Verification of compliance with the conditions on information security by risk-oriented tests (on the
basis of the relevant security compliance checks) by a second line of defense.

e Control measures within the framework of the internal control system (ICS).

Explanation;

Measures especially designed to keep the measurés for data security described here up to date.

An existing documentation (e.g. in-a data protection or security concept) can also be indicated.

Additional technical and organizational measures unless stated under Sec. 1

(2a) Measures to deny unauthorized individuals access to data processing facilities (admission
control through physical security measures):

s Classification of the buildings/areas in different safety and protection zones.
» Using a system to detect break in:
s Camera surveillance of the grounds and entrance areas..

e The buildings of Commerzbank AG have electronic admission systems. These systems permit
employees free aceess to the building during the regular working hours. Extraordinary assignments
and -associated admission to the buildings need to be applied for separately.

e Visitors, suppliers and other third parties must first register with reéeptio’n. Their presence will be
recorded in writing, Any visitors' passes must be worn openly and returned when leaving the
building.

o In addition to safeguard the buildings by the general electronic admission control, the entrances to
the rooms of the computing centers are partly secured biometrically and by badge readers.

* Agcess to the computing center by individual admission systems.

» External individuals will be accompanied by authorized employees in the special protection zones
(such as, among others, the computing center, the technology rooms).

» Special authorization processes for aceess to certain special protection zones.

¢ Transparency and the possibility of analyzing admissions.

Explanation:

This means measures denying unauthorized individuals access to buildings and computing centers where
petsonal data are processed. In this connection, measures are takei to ensure that only individuals with
proper authorization are admitted to the buildings and computing centers.

An existing documentation (e g. in a data protection or security concept) can also be indicated.
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(2b) Measures to prevent unauthorized individuals from using data processing systems (controlling
access to data processing systems):

Access to Commerzbank systems through a personalized user 1D and password.
Administration of authorization systems for use of the Commerzbank systenﬁs.

Application and change management for granting or withdrawing access authorizations, logging of
all activities performed, .

Sealing-off of the bank's internal networks by firewalls.

Manual and automatic screen lock.

Separation between development, test and production environments.

Protection of transmission lines and the data steam, for example by -encryption via VPN
Annual checking of identifications (for example, are they. up-to-date or inactive).
Logging user activities (the logging in and logging out, failed attempts).

Security Logging and Monitoring will be conducted in accordance with the method of Security
Information and Event Management (SIEM) in connéction with the operation of .a Security
Operation Centre (SOC).

Explanation;

This means measurés preventing unauthorized individuals from using data processing facilities and
processes. In this connection, measures are taken to ensure that only individuals with proper authorization
have access to the data processing facilities. These include, for example, suitable password rules and
firewall configurations. ‘ -

" An existing documentation {e.g. in a data protection or security concept) can also be indicated.

(2c} Measures to prevent access to personal data by unauthorized individuals (access control by
authorization management):

Use of personal user IDs and passwords.
Authorization management {rights and roles concept).

Granting authorizations to IT applications will be done in accordance with the standardized process
gecording to the principle of minimum rights ("need-to-know™).

Annual check of authorizations or the scope of authorization (are they up-to-date, are they
necessary).

Disposal of data c'arriers-, lists, elc. no longer required in accordance with dala protection rules by
qualified providers of disposal services in connection with the contract data processing
arrangements.

Logging of the assignment of authorizations. -
Logging of user activities in the Commerzbank systems.

Separation between development, test and production environments.
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Explanation:

This means measures to ensure that individuals authorized to use the data processing processes have
access only to personal data for which they have access authorization. In this connection, measures are
taken to ensure that individuals working in data processing have access only to those data for which they
have the appropriate authorization and that personal data cannot be read, copied, changed or erased.
without authority during processing, use and after saving. '

An existing documentation (e.g. in a ddta protection or security concept) can also be indicated.

(2d) Measures to prevent unauthorized perusal and to ensure accountability and protection of
data integrity during data transmission (transfer control by safe transmission):

e Data carriers and confidential documents are either stored or destroyed by Commerzbank itself or
by certified service providers.

» Documentation of the transport route.

¢ Use of sealed transport containers.

. Chec'kiﬂg the admissibility of transferring data to third parties,

» Logging of transfer to the respective recipient of the data.

¢ Depending on the confidentiality of the data, encoding procésses are used.

e Sealing-off of the internal network through firewalls.

o Protecting transmission lines and the datd stream, for example by encryption via VPN.

» All employees all associates will bé asked to sign a confidentiality clause or data protection
declaration-and will be instructed on a regular basis.

Explanation:

This means meéasures to ensure that personal data cannot be read, copied_, changed or erased without
authority during electronic transmission, transport or while being saved on data carriers, and that it can
be verified and examined where transmission of personal data by data transmission facilities is intended.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

{2e) Measures for the subsequent examinhation and accountability of input, changes and erasures
{input control by creating a protocol):

» Unambiguous matching of users to their user ID.
e Logging the collection of, changes to and erasure of data.

¢ Explicit access rules with regard to journal files.

¢ Rules for the erasure of personal data in accordance with applicable retention periods.

Explanation:

This means measures to ensure’ that it can be examined and determined subsequently whether and by
whom personal data in data processing systems or applications were entered, changed or erased.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.
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(2f) Measures to restore personal data in case of failure (availability control by Business Continuity -
Management):

o Centrally managed data safety and restoring concepts of the individual IT applications and IT '
infrastructures (DR Tracking Tool).

e Use of backup processes depending on the classification of thé information/data regarding
availability and the parameters Recovery Time Objective (RTO) and Recovery Point Objective
(RPO). :

¢ Work-around and response concepts for possible network failures. .

Explanation:

This means measures ensuring that personal data are protected against accidental destruction or loss.

An existing documentation {e.g. in a data protection or security concept) can also be indicated.

(2g) Measures for keeping processing of personal data collected for different purposes separate
(separation control by keeping clients separate and by authorization management): -

» Logical separation of client data by participant numbers and other unambiguous identification
criteria or physical separation (separate hardware surface).

= Separation between deveiopment, testing and production.

» -Separation between test and production data,

Explanation:

" This means measures to ensure that data collected for different purposes can be processed separately.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

{2h} Measures for data erasure and restriction of processing,

e Development of data protection concepts including erasure and restrictions for I'T systems or a group
of 1T systems if personal data of natural persons are processed within the scope of application of the
GDPR (within the EU).

¢ Use of automated erasure routines if possible.

e Data from earlief, completed transactions/customer relations which, among other thirigs, only need
to be retained by Commerzbank AG in accordance with statutory provisions, for example retention
periods under commercial law, are restricted (archived).

Explanation:

If personal data are no longer needed for the purposes for which ‘they were collected or processed
otherwise, they shall be erased whether requested by the data subject or not. This is the case especially if
there is no basis for processing the data any more or if the basis has lapsed in the meantime,

In certain cases, a restriction of data processing must be arranged instead of ¢omplete erasure (called
blocking so far). An existing documentiation (e g. in a data protection or security concept) can also be
indicated.
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Additional country specific measures

For Switzerland:

The measures set-out under this ANNEX II to EXHIBIT 1 for the processing of personal data within the

scope of application of the GDPR, shall also apply for the processing of personal data within the scope’
of application of the Swiss Data Protection Act ("DPA"). For avoidance of doubt; these measures shall

“apply for all processing of personal data within Switzerland, as well as for processing of personal data

where the Data Exporter is located within Switzerland.
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Intentionally left blank as not applicable to the Model Contract C2C
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The below local law amendments apply if the Data Exportet is subject to the jurisdiction of the respective country:

Hong Kong

With regard to exports of data from Hong Kong by a data exporter located in Hong
Kong,

I

Exhibit 1 (if applicable, including its Appendix) shall be amended as follows:

The term "Community" shall be replaced with the term "Hong Kong Speéial
Administrative Region of the People's Republic of China (“Hong Kong”)”.

The terms

. “Article 45(3) of Regulation (EUY) 2016/679"

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of Hong Kong".

Clause 2 (a) shall be restated as follows:

“Regulation (EU) 2016/679 of the-European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data Protection
Regulation)” ’

“Regulation (EU) 2016/679”

“Articles 13 and 14 of Regulation (EU) 2016/679”

“Article 23(1) of Regulation (EU) 2016/679”

“Article 28(7) of Regulation (EU) 2016/679"

“Article 45 of Regulation (EU)2016/679

“Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679”
“Articles 46 or 47 of Regulation (EU) 2016/679™
“Article 80 (1) of Regulation (EU) 2016/679

These Clauses set out appropriate safeguards, incl_udihg enforceable data subject
rights and effective legal remedies, pursuant to the Applicable Data Protection
Laws and Regulations of Hong Kong, \
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4. Clause 4 {a) shall be réstated as follows:

7.

{a)  Where these Clauses use.terms that are used in the Applicable Data Protection
Laws and Regulations of Hong Kong, unless the context requires otherwise,
cach term shall have the same meaning as ascribed to it in these laws and
regulations. The foregoing notwithstanding

e theterm “controller” shall have the meaning given to the term "data user”

e the term “processoi” shall have the meaning given to the term "data
processor”

the term “supervisory authority/authority" shall have the meaning given to
the terin "Commissioner™

o the term “technical and organisational measures” shall mean “those
measures aimed at protecting personal data against unauthorised or
accidental access, processing, erasure loss or use of the data transferred”

in the Applicable Data Protection Laws and Regulations of Hong Kong
Clause 8.7 (Onward transfers) shall be restated as follows:

The data importer shall not disclose the personal data to a third party located outside
Hong Kong (in the same country as the data importer or in another third country,
hereinafter ‘onward transfer’) unless. the data exporter has consented to the onward
transfer and such third party is or agrees to be bound by these Clauses, under the
appropriate Module or such third party enters into a binding instrument with the data
importer ensuring the same Jevel of data protection as under these Clauses, and the data
importer provides.a copy of these safeguards to the data exporter. )

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses, in particular purpose limitation.

Clause 10{b)(i) shall be restated as follows:

(i) . provide confirmation to the data subject as-to whether personal data concerning
him/her is being processed and, where this is the case, a copy of the datarelating
to him/her and the information in Annex [; if personatl data has been or will be
onward transferred, provide information on recipients or categories of recipients
(as appropriate with a view to providing meaningful information) to which the
personal data has been or will be onward transferred, the purpose of such onward
transfers and their ground pursuant to Clause 8.7; and provide information on
the right to lodge a complaint with a supervisory authority in accordance with
Clause 11 (c)(i);

Clause [1 (c)(i), Clause 11 {d) and Clause 11 (e) shall be restated as follows:

{c){i} lodgea complaint with the Commissioner or any other competent authority
pursuaat to Clause 13;
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d) The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the
Applicable Data Protection Laws dnd Regulations of Hong Kong, if any.

{e)  The data importer shall abide by a decision that is binding under the Applicable
Data Protection Laws and Regulations of Hong Kong.

8. Clause 13 (a) shall be restated as follows:
{a) The Commissioner shall act as competent supervisory authority.
9. Clause 16 (¢) shall be deleted in its entirety.
10. .Clause 17 shall be restated as follows:
These Clauses shall be governed by the laws of Hong Kong,
11. Clause 18 shall be restated as follows:

{a)  Any dispute arising from these Clauses shall be resolved by the courts of Hong |-
Kong.

{b) The Partics agree to submit themselves to the_jurisdictioﬁ of such: courts.
and

II. Clause 1.5 of thjs DPGA notvvifhstand_ing,

for the avoidance of doubt, it will not be considered an inconsistency with this DPGA if the

provisions in any other agreement between the Parties in relation to the subject-matters

-addressed herein serve as a clarification or extension of the provisions in this DPGA and/or

imposes a stricter obligation on:a Party.,

Italy

With regard to exports of data from Italy by a data exporter located in Italy, Clause
4.3 of the Main Body of the DPGA is replaced by the following:

"Commerzbank AG will communicate the above amendments (Clauses 4.1 and 4.2) to the
entities party to this agreement by written notice with confirmation of receipt (including
electronjc form) - sent at least fifteen (15) days before the effective date of the proposed
amendments. Such amendments wiil be deemed accepted by the entities party to this

- agreement, if the respective entity does not withdraw in witing from the agreement within

thirty {30) days after having received the above notice."
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Japan

With regard to exports of data from Japan by a data exporter located in Japan,

L
(a)
(b)
whereby

clauses 1.2 to 1.6 of the Main Body of the DPGA shall apply and the Model Contract

C2C shall apply (as amended in accordance with section Il below) to the extent

permissible under data protection laws in Japan if personal data is transferred to a

jurisdiction which is

not subject to an atrangement with Japan (or transitional arrangements under the
laws of Japan permitting the transfer of personal data from Japan to the
Jurisdiction in which the Data Importer is located; or

not subject to an adequacy decision or similar decision (or transitional |
arrangement) under the laws of Japan permitting the transfer of personal data to
Jjurisdictions outside of Japan

1. the Model Contract C2C (if applicable, including jts Appendix) shall be amended
as follows:

The term "Community” shall be replaced with the term "Japan”.

The terms

“Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data
Protection Regulation)”

“Regulation (EU) 2016/679”

“Articles 13 and 14 of Regulation (EU) 2016/679”

“Article 23(1") of Regulation (EU) 2016/679”

“Article 28(7) of Regulation (EU) 2016/679”

“Article 45 of Regulation (EU) 2016/679”

“Article 45(3) of Regulation (EU) 2016/679”

“Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679”
“Articles-46 or 47 of Regulation (EU) 20 16/679”

“Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of Japan".
Clause 2 (a) shall be restated as follows:

(a)

. These Clauses set out appropriate safeguards, including enforceable data subject
rights and effective legal remedies, pursuant to-the-Applicable Data Protection
Laws and Regulations of Japan.
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4.

Clause 4 {a) shall be restated as follows:

{a)  Where these Clauses use terms that are used in the Applicable Data Protection

Laws and Regulations of Japan, in particular but not limited to the terms

. “sensitive data™,

. “controller”,

. “data subject”,

. “supervisory authority/authority™,

unless the context requires otherwise, each term shall have the same rmeaning as
ascribed to it in these laws and regulations.

Clause 8.7 (Omvard transfers) shall be restated as follows:

Where the Data Lmporter trarisfers the personal data to a third party regardless of
whether the third party is located in Japan or outside Japan, the Data Importer shall do
this using a means compliant with Applicable Data Protection Laws and Regulations
of Japan, but where uncertain, shall default to obtaining consent for the data transfers
from data subjects.

Clause 10(b)(1) shall be restated as follows:

(i) provide confirmation to the data subject as to whether personal data concerning
him/her is being processed and, where this is the case, a.copy of the data relating to
him/her and the information in Annex I; if personal data has been or will be onward
transferred, provide information on recipients or categories of recipients (as
appropriate with a view to providing meaningful information) to which the personal
data has been or will be onward transferred, the purpose of such onward transfers and
their ground pursuant to Clause 8.7; and provide information on the right to lodge a
complaint with a supetvisory authority in accordance with Clause 11 (¢)(i);

Clause 11 (c)(i}, Clause [1 (d} and Clause 11 (e) shall be restated as follows: .

(c)(i} lodge a complaint with the supervisory authority or any other competent
authority in Japan pursuant to Clause 13,

d) The parties accept that the data subject may be represented by a not-for-profit
body, organization orassociation under the conditions set out under the Applicable

Data Protection Laws and Regulations of Japan, if any.

() The data importer shall abide by a decision that is binding under Data Protection
Laws and Regulations of Japan.

Clause 13 (a) shall be restated as follows:

(@)  The Personal Information Protection Commission shall act as competent
supervisory authority,
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10.

12.

and
II. Clause 1.5 of this DPGA notwithstanding,

for the avoidance of doubt, it will not be considered an inconsistency with this DPGA if the
‘| provisions in any other agreement between the Parties in relation to the subject-matters
addressed herein serve as.a clarification or extension of the provisions in this DPGA and/or
imposes a stricter obligation on a Party.

Clause 16 (&) shall be deleted in its entirety.

Clauisé 17 shall be restated as follows:

These Clauses shall be governed by the laws of Japan.

Clause 18 shall be restated as follows:

(a)  Anydispute afising from these Clauses shall be resoived by the courts of Japan.

(b} The Parties agree to submit themselves to the jurisdiction of such courts.

The following Clause 19 shall be added

Clause 19

The Data Importer shall take.all reasonable measures to ensure its employees comply
with all necessary and appropriate security measures under the Applicable Data
Protection Laws and Regulations of Japan, and implement necessary and appropriate.
monitoring of employees activities. "all reasonable measures" include providing
quality and frequent training for employees on company rules and practices relating to

the security measures and conducting audits of employees” compliance with the
company rules and practices on a regular basis

Peoples
Republic of
China

(“PRC” - which,
when referring to”
jurisdiction, does
not include Hong
Kong, Macau
and Taiwan)

With regard to exports of data from PRC by a data exporter located in PRC, the
following amendments shall be made to the DPGA including

IL

Clause 1.5 of the Main Body of the DPGA shall be replacéd with the following:

In the event of inconsistencies between the provisions of this DPGA and any other
standard agreement in a form formulated by the competent authority in the PRC (i.e.
the Cyberspace Administration of China) between the Parties in relation to the subject-
matters addressed herein (the “China Standard Contract™), the provisions of the China,
Standard Contract shall prevail as it reiates to the Parties' data protection obligations in
connection with data transfers.

Exhibit 1 (if applicable, including its Appendix) shall be amended as follows:

The term "Community" shall be replaced with the term the People’s Republic of China
(.“PRC”)- .
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The terms

. “Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data Protection
Regulation)”

. “Regulation (EU) 2016/679

. “Articles 13 and 14 of Regulation (EU) 2016/679”

. “Article 23(1) of Regulation (EU) 2016/679™

. “Article 28(7) of Regulation (EU) 2016/679”

. “Article 45 of Regulation (EU) 2016/679”

. “Article 45(3) of Regulation (EU) 2016/679”

. “Article 46(1) and Article 46(2)(c) of Regulition (EU) 2016/679”

. “Articles 46 or 47 of Regulation (EU) 2016/679”

. “Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of the PRC".

The term “sensitive data” shall be replaced with the term “sensitive personal data”,
Clause 2 (a) shall be restated as follows:

{a)  These Clauses set out appropriate safeguards, including enforceable data subject
rights and effective legal remedies, pursuant to the Applicable Datd Protection
Laws and Regulations of the PRC.

Clause 4 (a) shall be restated as follows:

(a)  Where these Clauses use terms that are used in the Applicable Data Protection
Laws and Regulations of the PRC, unless the context requires otherwise, each
term shall have the meaning as ascribed to it in these laws and regulations. The
foregoing notwithstanding the term "supervisory authority” shall mean the
competent data protection authority in the People’s Republic of China.

Clause 8.7 (Onmward transférs) shall be restated as follows:

The data importer shall not disclose the personal data to a third party located outside
the PRC (in.the same country as the data imporier or in another third country,
hereinafter “onward transfer’) unless the third party is or agrees to be bound by these
Clauses, under the appropriate Module. Otherwise, an onward transfer by the data
importer may only take place if: '

{i)- - - it-is to-a country benefitting from-a-decision-of-the-competent body ‘under the- |- e

Applicable Laws and regulationis of the PRC finding that the third country
provides adequate protection;

(iiy  the third. party otherwise ensures appropriate safeguards with respect.to the
processing in question satisfactory under the Applicable Data Protection Laws
and Regulations of the PRC;
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8.

(i)

(iv)

)

(vi)

the third party enters into a binding instrument with the data importer ensuring
the same level of data protection as under these Clauses, and the data importer
provides a copy of these safeguards to the data exporter;

it is necessary for the establishment, exerciSe or defence of legal claims in the
context of specific administrative, regulatory or judicial proceedings;

it is necessary in order to protect the vital interests of the data subject or of
another natural person; or

where none of the other conditions apply, the data importer has obtained the
explicit consent of the data subject for an onward transfer in a specific situation,
after having informed him/her of its purpose(s}, the identity of the recipient and
the possible risks of such transfer to him/her due to the lack of appropriate data
protection safeguards. In this case, the data importer shall inform the data
exporter and, at the request of the latter, shall transmit to it a copy of the
information provided to the data subject.

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses and the Applicable Data Protection Laws and
Regulations-of the PRC, in particular purpose limitation.

Clause. 10(b)(i) shall be restated as follows:

)

provide confirmation to the data sibject as to whether personal data concerning
him/her is being processed and, where this is the case, a copy of the data relating
to him/her and the information in Annex L; if personal data has been or will be
onward transferred, provide information on recipients or catégories of recipients
(as appropriate with a view to providing meaningful information) to which the
personal data has been or will be onward transferred, the purpose of such onward
transfers and their ground pursuant to Clause 8.7; and provide information on
the right to lodge-a complaint with a supervisory authority in accordance with
Clause 11 {c)(i);

Clause 11 (¢)(3), Clause 11 (d) and Clause 11 (e) shall be restated as follows:

()i} lodge a complaint with the supervisory authority or the competent authority

(d)

(e)

pursuant to Clause 13;
The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the

Applicable Data Protection Laws and Regulations of the PRC, if any.

The data importer shall abide by a decision that is binding under the Applicable
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. Clause 16 (&) shall be deleted in its entirety.

. Clause 17 shall be restated as follows:

Clause 15.2 (a) shall be restated as follows:

The data importer agiees to review the legality of the: request for disclosure, in
particular whether it remains within the powers granted to the requesting public
authority, and to challenge the request if, after careful assessment, it concludes that
there are reasonable grounds to consider that the request is unlawful under or in
violation .of the laws and regulations of the country of destination or the PRC,
applicable obligations under international law and principles of international comity.
The data importer shall, under the same conditions, pursue possibilities of appeal.
When challenging a request, the data importer shall seek interim measures with a view
to suspending the effects of the request until the competent judicial authority has
decided on its merits. It shall not disclose the personal data requested. until required to
do so under the applicable procedural rules. These requirements are without prejudice
to the obligations of the data importer under Clause 14(&:).

These Clauses shall be governed by the laws of the PRC,
Clause 18 shall be restated as follows:

(a)‘ Any dispute arising from these Clauses shall be resolved by the courts of the
PRC.

{b)  The Parties apree to submit themselves to the jurisdiction of such courts.

Singapore

With regard to exports of data from Singapore by a data exporter located in
Singapore,

I. Exhibit 1 (if applicable, including its Appendix) shall be amended as follows;

1.

2.

The term "Commiunity" shall be replaced with the term "Singapore”.
The terms

. “Regulation {EU) 2016/679 of the European Parliament and of the- Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and o the free movement of such data (General Data Protection
Regulation)™

. “Regulation (EU) 2016/679"

. “Articles 13 and 14 of Regulation (EU) 2016/679™

. “Article 28(7) of Regulation {EU) 2016/679”

. “Article 45 of Regulation (EU) 2016/679"

. “Article 45(3) of Regulation (EU) 2016/679”

. “Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679”
. “Articles 46 or 47 of Regulation (EU) 2016/679"

77



s “Article 80 (1) of Regulation (EU) 2016/679

shall be répiaced with the term "the Applicable Data Protection Laws and
Regulations of Singapore”.

Clause 2 (a) shall be restated as follows:

{8)  These Clauses set out appropriate safeguards, including enforceable data subject
rights'and effective legal remedies, pursuant to the Applicable Data Protection
Laws and Regulations of Singapore.

Clause 4 {a) shall be restated as follows:

(a)  Where these Clauses use terms that are used in the Applicable Data Protection
Laws and Regulations of Singapore; in particular but not limited to

¢ Pérsonal data
¢  Process/processing

unless the context requires otherwise, each term shall have the same meaning as
ascribed to it in these laws and regulations. The foregoing notwithstanding the
term “supervisory authority/authority" shall have the meaning given to the term
"Commissiorier" in Singapore’s Personal Data Protection Act including all
subsidiary regulation enacted thereunder, whether now or in the future

Clause 8.7 (Orward transﬁzrs) shall be restated as follows:

The data importer shali not. disclose the personal data to a third party located outside
Singapore (in the same country as the data importer or in another third country,
hereinafter ‘onward transfer’) unless the data exporter has consented to the onward
transfer and such third party is or agrees to be bound by these Clauses, under the
appropriate Module or such third party enters into a binding instrument with the data
importer ensuring the same level of data protection as underthese Clauses, and the data
importer provides a copy of these safeguards to the data exporter. Any onward transfer
is subject to compliance by the data importer with all the other safeguards under these
Clauses; in particular purpose limitation.

Clause 10{b){1) shall be restated as follows:

(iy  provide confirmation to the data subject as to whether personal data concerning
him/her is being processed and, where this is the case, a copy of the data relating
tohim/her and the information in Annex I; if personal data has been or will be
onward transferred, provide information on recipients or categories of recipients
(as appropriate with a view to providing meaningful information} to which the

~personal-data has been orwill' be onward transferred; the purpose of such onward- -

transfers and their ground pursuant to Clause 8.7; and provide information on
the right to lodge a complaint with a supervisory authority in accordahce with
Clause 11 (c)(i);
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| IL Clause 1.5 of this DPGA notwithstanding,

7. Clause 11 {c)i), Claunse 11 (d) and Clause 11 () shall be restated as follows: -

{c)(i) lodge a complaint with the Commissioner or any other competent authority in
Singapore pursuant to Clause 13;

d)  The parties accept that the data subject may be representéd by a not-for-profit
body, organization or association under the conditions set out under the

Applicable Data Protection Laws and Regulations of Singapore, if any.

(e)  The data importer shall abide by a decision that is binding under the Applicable
Data Protection Laws and Regulations of Singapore.

8. Clause 13 (a) shall Ee restated as follows:
(a) 'I‘he- Commissioner shall act as competent supervisory authority.
8. Clause 16 (e)shall be deleted in its entirety.
9. Clause 17 shall be restated as follows:
These Clauses shall be governed by the laws of Siﬁgapore‘
10. Clause 18 shall be restated as follows:

{a)  Any dispuie arising from these Clauses shall be resolved by the courts of
Singapore.

(b)  The Parties agree to submit themselves to the jurisdiction of such courts.

and

For the avoidance of doubt, it will not be considered an inéonsistency with this DPGA if
the provisions in any other agreement between the Parties in relation to the subject-matters
addressed herein serve as a clarification or extension of the provisions in this DPGA and/or
imposes a stricter obligation on a Party. '

Switzerland

With regard to exports of data from Switzerland by a data exporter located in
Switzerland,

I Clauses 1.2 fo 1.6 of the Main Body of the DPGA shall apply and the Model
Contract C2C shall apply (as amended in accordance with section II below) to the

~extent-permissible-under- data-protection-laws-in-Switzerland-if-personal data-is-|

transferred to a jurisdiction which is

a) not subject to an arrangement with Switzerland (or transitional arrangements
under the laws of Switzerland) permitting the transfer of personal data from
Switzerland to the jurisdiction in which the Data Importer is located;.or
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b) not -subject to an adequacy decision or similar decision {or transitional
arrangement) under the faws of Switzerland permitting the transfer of personal
~ data to jurisdictions outside of Switzerland

whereby

IL.  the Model Contract C2C (if applicable, including its Appendix) shall be
amended as follows:

1. The term "Community" shall be replaced with the term "Switzerland™.
2. The terms

* “Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such c'iata‘(General Data Protection
Regulation)”

e “Regulation {EU) 2016/679”

+ ‘“Articles 13 and 14 of Regulation (EU) 2016/679"

o “Article 23(1) of Regulation (EU) 2016/679"

» “Article 28(7) of Regulation (EUJ) 2016/679"

« “Article 45 of Reguiation (EU) 2016/679”

»  “Article 45(3) of Regulation (EU) 2016/679” .

s “Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679"

s “Articles 46 or 47 of Regulation (EU) 2016/679"

s “Article 80 (1) of Regulation.(EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Eaws and
Regulations of Switzerland".

3. Clause 1 shall be amended with the following lit. (e):

(e)  The Data Importer acknowledges and agrees that the personal data transferred
to Data Importer by Data Exporter may include personal data of legal persons
and personality profiles of natural persons. The Data Importer shall process
personal data of legal persons in the same manner as other personal data as long
as this requircinent exists. under the Applicable Data Protection Laws and
Regulations of Switzerland and personality profiles in the same manner as
special categories of data. '

4,  Clause 2 {a) shall be restated-as follows:

(a) These Clauses set out appropriate safeguards, including enforceable data

------ ——stibject rights-and-effective-tegal-remedies;-pursuant-to-the-Applicable-Data- -~
Protection Laws and Regulations of Switzerland.
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5. Clause 4 (a) shall be restated as follows:

(a)

Where these Clauses use terins that are used in the Applicable Data Protection
Laws and Regulations of Switzerland, unless the context requires otherwise,
each term shall have the same meaning as ascribed to it in these laws and
regulations, The foregoing notwithstanding the Term "supervisory authority"”
shall mean the competent data protection authority of Switzerland.

6. Clause 8.7 {Omward tiransfers) shall be restated as follows:

The data importer shall not disclose the personal data to a third party located outside
Switzerland {in the same country as the data importer or in another third country,

hereinafter ‘onward transfer’) unless the third party s or agrees to be bound by these

Clausés, under the appropriate Module. Otherwise, an onward transfer by the data

importer may only take place if:

(1)

(i)

(ii})

(iv)

v)

(viy

it is to a country benefitting from a decision of the competent body under the
applicable Laws and regulations of Switzerland finding that the third country
provides adequate protection;

the third party otherwise ensurés appropriate safeguards with respect to the -

processing in question satisfactory under the Applicable Data Protection Laws
and Regulations of Switzerland;

the third party enters into a binding instrument with the data importer ensuring
the same level of data protection as under these Clauses, and the data importer
provides a copy of these safeguards to the data exporter;

it is necessary for the establishment, exercise or defence of legal claims in the
context of specific administrative, regulatory or judicial proceedings;y

it is necessary in order to protect the vital interests of the data subject or of
ariother natural person; or

where none of the other conditions apply, the data importer has obtained the
explicit consent of the data subject for an'onward transfer in a specific situation,
after having informed him/her of its purpose(s), the idertity of the recipient and
the possible risks of such transfer to him/her due to the lack of appropriate data
protection safeguards. In this case, the data importer shall inform the data
exporter and, at the request of the latter, shall transmit to it a copy of the
information providedto the data subject.

Any onward transfer is subject to compliance by the data importer with all the
other safeguards under thesé Clauses, in particular purpose limitation.

F-—-Clause-10(b){i}-shall-be-restated-as follows:——

ey

provide confirmation tothe data subject as to whether persenal data concerning
him/her is being processed and, where this is the case, a copy of the data
relating to him/her and the information in Annex I; if personal data has been or
will be onward transferred, provide information on recipients or categories of
recipients (as appropriate with a view fo providing meaningful information) to
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10.

11,

which the personal data has been or wil] be onward transferred, the purpose of
such onward transfers and their ground pursuant to Clause: 8.7; and provide
information on the right to lodge a complaint with a supervisory authority in
accordance with Clause 11 {c)(i); '

Clause 11 (c)(i), Clause 11 (d)-and Clause 11 (e) shall be restated as follows:

(ci(i} lodge a complaint with the supervisory authority or the competent. authority
pursuant to Clause 13;

d) The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the

Applicable Data Protection Laws and Regulations of Switzerland, if any.

(&)  Thedataimporter shall abide by a decision that is binding under the Applicable
Data Protection Laws and Regulations of Switzerland.

Clause 16 () shall be deleted in its enﬁr’ety.

Clause 17 shall be restated as follows: |

These Clauses shall be governed by the laws of Switzerland.
Clause 18 shall be restated as follows:

(a)  Any dispute arising from these Clauses shall be resolved by the courts of
Switzerland.

(b)  The Parties agree to submit themsélves to the jurisdiction of such courts.

United
Kingdom

With regard to-exports of data from the United Kingdom by a data exporter located
in the United Kingdom. : ‘

The term "Community” shall be replaced with the term "United Kingdom.”

References to “Regulation (EU) 2016/679”, “Regulation (EUY 2016/679 of the
European Parliament and of the: Council of 27 April 2016 on the protection -of natural
persons with regard to the processing of personal data and on the free movement of
such data (General Data Protection Regulation)™and “that Regulation™ are all replaced
by “UK Data Protection Laws™. References to specific Article(s) of “Regulation (EU)

2016/679” are replaced with' the equivalent Article or Section of UK Data Protection
Laws;

Refererices to Regulation (EUY 2018/1725 de temoved; ===y

References to the “European Union”, “Union”, “EU”, “EU Member State”, “Member
State” and “BU or Member State” are all replaced with the “UK”;
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8.

In Clause 2(a), the-words:

“and, with respect to data transfers from controllers to processors and/ot processors to
processors, standard contractual clauses pursuant to Article 28(7) of Regulation (EU)
2016/679”

shall be deleted.

Whiere there is any inconsistency or conflict between an Approved Addendum (as laid
before the UK Parliament in accordance with s.119A of the Data Protection Act 2018
on 2 February 2022, as it is revised under 5.18) and the Addendum EU SCCs (as
applicable), including in relation to Restricted Transfers pursuant to Chapter V of the
UK GDPR, the Approved Addendum overrides the Addendum EU SCCs except where

and insofar as the inconsistenit or conflicting terms of the Addendum EU SCCs providés

greater protection for data subjects, in which case those terms will override the
Approved Addendum.

Clause 6 (Description 6f the transfer(s)) shall be replaced with:

“The details of the.transfers(s) and in particular the categories of personal data that are
transferred and the purpose(s) for which they are transferred) are those specified in
Annex LB where UK Data Protection Laws apply to the data exporter’s processing
when making that transfer.”;

Clause 8.7(i) shail be replaced with:

“it is to'a country benefitting from adequacy regulations pursuant to Section 17A of the
UK GDPR that covers the onward transfer™;

Clause 10(b){(1) shall be. restated as follows:

(b)(i) provide confirmation to the data subject as to whether personal data congeming
him/her is being processed and, where this is the case, a copy of the data
relating to him/her and the information in Annex I; if personal data has been or
will be onward transferred, provide information on recipients or categories of

recipients (as appropriate with a view to providing meaningful information) to

which the personal data has been or will be onward transferréd, the purpose of
such onward transfers and their ground pursuant to Clause 8.7; and provide
information on the right to lodge a complaint with a supervrsory authority in
accordance w1th Clause 11 (c)(i);

Clause ]3_(a)'and Annex I.C aré not used;

replaced with the term “Information Commiissioner™;

“[~9-~ The-terms*“competent supervisory authority™and “supervisory-authority™shall-both-be« |~




10. Lit. (i) in Clause 16(¢) shall be replaced with:

“the Secretary of State makes regulations pursuant to Section 17A of the Data
Protection Act 2018 that cover the transfér of personal data to which these. clauses

apply:™;
11. Clause 17 shall be replaced with:
“These Clauses are governed by the laws of England and Wales,”
12. Clause. 18 shall be replaced with:
“Any dispute arising from these Clauses shall be resolved by the courts of England and
Wales. A data subject may also bring legal proceedings againist the data exporter and/or

data importer before the courts of any country in the UK, The Parties agree to submit
themselves to the jurisdiction of such courts.”

L

In case data-importer makes personal data available to a third party data controller, data importer will obligate
the third party data controller to comply with the aforementioned sections 1. to 4. ’

-Should a new/updated version of the Clauses become available, data importer shall upon data exporter's

Supplententary Measures for Data Exporters located in the EU

Unless prohibited by applicable law, data importer shall inform the data exporter in general terms about
requests, orders or similar demands by a court, competent authority, law enforcement or other government
body (*Judicial or Governmental Information Request) relating to the processing of personal data under
these Clauses.

Data importer shall object to and challenge any “Judicial or Governmental [nformation Request by taking
legal remedies to the extent they are reasonable given the cifcumstances, If compelled to disclose personal
data transferred under these Clauses by. a “Judicial or Governmental Information Request, data importer
will give data exporter reasonable notice to allow data exporter to seek a protective order or other
appropriate remedy unless data importer is legally prohibited from doing so.

request agree to the new/amended version of the Clauses,

Notwithstanding other restrictions, in case data importer makes personal data available to processors, data
importer will select processors in a third countiy only after a due diligence that entails (i) a review of any
transparency reports made available by processor, (ii) and can'ying out a transfer risk assessment prior to
the engagenent of processor.
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(a)

()

©
(d)

(2)

(b}

(@

STANDARD CONTRACTUAL CLAUSES
SECTIONI
Clause 1
Purpose and scope

The purpose of these standard contractual clauses is to ensure compliance with the requirements of

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016.on the protection

of natural persons with regard to the processing of persghal data and on the free movement of such data
(General Data Protection Regulation) for the transfer of personal data to a third country.

The Parties:

(1) the natural or legal person(s), public aithority/ies, agéncy/ies or other body/ies (hereinafter
‘entity/ies’) transferring the personal data, as listed in Annex [.A (hereinafter each “data exporter),
and

(i)  the entity/ies in a third country receiving the personal data from the data exporter, diréctly or
indirectly via another entity also Party to these Clauses, as listed in Annex LA (hereinafier each
‘data importer”)

have agreed to these standard contractual clauses (hereinafter: ‘Clauses’).

These Clauses apply with respect to the transfer of personal data as specified in Annex I.B.

The Appendix to these Clauses containing the Annexes referred to therein forms an integral part of these
Clauses.

Clause 2
Efiect and invariability of the Clauses

These Clauses set out appropriate saféguards, including enforceable data subject rights and effective legal
remedies, pursuant to Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679 and, with respect to
data transfers from controllers to processors and/or processors to processors, standard contractual clauses
pursuant to Article 28(7) of Regulation (EU) 2016/679, provided they are not modified, except to select the
appropriate Module(s) or to add or update information in the Appendix. This does not prevent the Parties
from including the standard contractual clauses laid down in these Clauses in-a wider contract and/orto add
other clauses or additional safeguards, provided that they do not contradict, directly or indirectly, these

Clauses or prejudice the fundamental rights or freedoms of data subjects.

These Clauses are without prejudice to obligations to which the data exﬁorter is subject by virtue of
Regulation (EU) 2016/679.

Clause 3
Third-party beneficiaries

Data subjects may invoke and enforce these Clauses, as third-party beneficiaries, against the data exporter
and/or data.importer, with the following exceptions:
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(i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7;
(i) Clause 8.1(b}, 8.%(a)}, (c), (d) and (e);

{iii} Clause 9(a}, (c), (d) and (e);

(iv) Clause 12(a), (d) and (f);

{v) Clause 13;

{vi) Clause 15.1(c), (d) and {e);

(vii) Clause 16{e);

(viii)  Clause 18(a)and (b).

(b)  Paragraph (a) is without prejudice to rights of data subjects under Regulation (EU)2016/679.

Claise 4
Interpretation

(a)  Where these Clauses use terms that are defined in Regulation (EU) 2016/679, those terms shall have the
same meaning as'in that Regulation.

{(b)  These Clauses shall be read and interpreted in the light of the provisions of Regulation (EU) 2016/679.
(c)  These Clauses shall not be interpreted in a way that conflicts with rights and obligations provided for in
Regulation (EU) 2016/679.
Clause 5
Hierarchy

In the event of a contradiction between these Clauses and the provisions of related agreements between the Parties,
existing at the time these Clauses are agreed or entered into thereafter, these Clauses shall prevail.

Clause 6

Description of the transfer(s)
The details of the transfer(s), and in particular the categories of persoﬁal daia that are transferred and the purpose(s)
for which they are transferred, are specified in Annex 1.B.
SECTION II — OBLIGATIONS OF THE PARTIES
Clause 7
" Docking clause

(a)  Anentity that is nota Party to these Clauses may, with the agreement of the Parties; accede to thése.Clauses

at any time; either as a data exporter or as a data importer, by completing the Appendix and signing Annex
LA. : )

(b)  Once it has completed the Appendix and signed Anhex I.A; the acceding entity shall beécome a Party to
these Clauses and have the rights and obligations of a data exporter or data importer in accordance with its
designation in. Annex LA,

(¢} The acceding entity shali have no rights or obligations arising under these Clauses from theé period prior to
becoming a Party.
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Clause 8

Data protection safeguards

The data exporter warrants that it has used reasonable efforts to determine that the data importer is able; through
the implementation of appropriate technical and organisational measures, to satisfy its obligations under these
Clauses.

8.1

8.2

83

8.4

8.5

Instructions

(a)  The data importer shall process the pérsonal data only on documented instructions from the data
exporter. The data exporter may give such instructions throughout the duration of the contract.

(b}  The data importer shall immediately inform the data exporter if it is unable to follow those
instructions.

Purpose limitation

The data importer shall process the personal data only for the. specific purpose(s) of the transfer, as set out
in Annex LB, unless on further instructions from the data exporter.

Transparency

On request, the data exporter shall make a copy of these Clauses, including the Appendix as completed by

the Parties, available to the-data subject free of charge. To the extent necessary to protect business secrets

or-other confidential information, including the measures described in Annex IT and personal data, the data

exporter may redact part of the text of the Appendix to these Clauses prior to sharing a copy, but shall
provide a meaningful summary where the data subject would otherwise not be able to understand the its

content or exercise his/her rights, On request, the Parties shall provide the data subject with the reasons for -
the redactions, to the extent possible without revealing the redacted information. This Clause is without
prejudice to the obligations of the data exporter under Articles 13 and 14 of Regulation (EU) 2016/679.

Accuracy

If the data importer becomes aware that the personal data it has received is inaccurate, or has become
cutdated, it shall inform the data exporter without undue delay. In this. case, the data importer shall
cooperate with the data exportér to erase or rectify the data,

Duration of processing and erasure or return of data

Processing by the data importer shall only take place for the duration specified in Annex I.B. After the end
of the provision of the processing services, the data importer shall, at the choice of the data exporter, delete
all personal data processed on behalf of the data exporter and certify to the data exporter that it has done
so, or return fo the data exporier all personal data processed on its behalf and delete existing copies. Until
the data is deleted or returned, the data importer shall continue to ensure compliance with these Clauses. In
case of local laws applicable to the data importer that prohibit return or defetion of the personal data, the
data importer warrants that it will continue to ensure compliance with these Clauses and will only process
it to the extent and for as long as required under that local law. This is without prejudice to Clause 14, in
particular the requirement for the data importer under Clause 14(e) to notify the data exporter throughout
the duration of the contract if it has reason to believe that it is or has become subject to laws or praciices
not in line with the requirements under Clause 14(a).
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8.6

8.7

8.8

Security of processing

(a) The data importer and, during transmission, also the data exporter shall implement appropriate
technical and organisational measures to ensure the security of the data, including protection against
a breach of security leading to accidental or unlawful destruction, loss, alteration, unauthorised
disclosure of access to that data (hereinafter *personal data breach’). In assessing the appropriate
level of security, the Parties shall take due account of the state of the art, the costs of implementation,
the nature, scope, context and purpose(s) of procéssing and the risks involved in the processing for
the data subjects, The Parties shall in particular consider having recourse to encryption or
pseudonymlsatlon including during transmission, where the purpose of pracessing can be fulfilled
in that manner. In case of pseudonymisation, the additional information for attributing the personal
data to a specific data subject shall, where possible, remain under the exclusive control of the data
exporter. In complying with its obligations under this paragraph the data importer shall at least
implement the technical and orgatiisational measures specified in Annex II. The data importer shall
carry out regular checks to ensure that these measures continue to provide an appropriate Jevel of
security.

(b)  The data importer shall grant access to the personal data to members of its personnel only to the
extent strictly necessary for the implementation, management and monitoring of the contract. It shall
ensure that persons authorised to process the personal data have committed themselves to
corifidentiality or are under an appropriate statutory obligation of confidentiality.

{(¢)  Inthe eventofapersonal data breach concerning personal data processed by the data importer under
these Clauses, the data importer shall take appropriate measures to address the breach, including
measures to mitigate its advérse effects. The data importer shall also notify the data exporter without
undue delay afier having become aware of the breach. Such notification shall contain the details of
a conitact point where more information can be obtained, a description of the nature of the breach
(including, where possible, categories and approximate number of data subjects and personal data
records concerned), its likely consequences and the measures taken ot proposed to address the
breach mcludmg, where appropriate, measures to mitigate its possible adverse effects. Where, and
in so far as, it is not possible to provide all information at the same time, the initial notification shall
cofitaii the information then available and further information shall, as it becomes available,
subsequently be provided without undue delay. '

(d)  The data importer shall cooperate with and assist the data exporter to enable the data exporter to
comply with its obligations under Regulation (EU) 2016/679, in particular to notify the competent
supervisory authority and the affected data subjects, taking into account the nature of processing and |
thie information available to the data importer.

Sensitive data

Where the transfer involves personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, or trade union membershlp, genetic data, or biometric data for the purpose of uniquely
identifying a natural person, data concerning health or a person’s sex life or sexual orientation, or data
relating to criminal convictions and offences (hereinafter ‘sensitive data’), the data importer shall apply the
specific restrictions and/or additional safeguards described in Annex LB.

Onward transfers
The data importer shall only disclose the personal data to a third party on documented instructions from the
data exporter, In addition, the data may only be disclosed to a third party located outside the European
Union (in the same country as the data importer or in another third country, hereinafter ‘onward transfer’)

if the third party is or agrees to be bound by these Clauses, under the appropriate Module, or if:

(i) the onward transfer is to a-country benefitting from an adequacy decision pursuant to Article 43 of
Regulation (EU) 2016/679 that covers the onward transfer;
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8.9

a)

b)

d)

(i)  the third party otherwise ensures appropriate safeguards pursuant:to Articles 46 or 47 Regulation of
(EU) 2016/679 with respect to the processing in question;

(iii) the onward transfer is necessary for the establishment, exercise or defence of legal claims in the
context of specific.administrative, regulatory or judicial proceedings; or

(iv)  the onward transfer is necessary in order to protect the vital inferests of the data subject or of another
natural persot.

Any onward transfer is subject to compliance by the data importer with alt the other safeguards under these
Clauses, in particular purpose limitation.
Documentation and compliance

{a)  The data importer shall promptly and adequately deal with enqumes from the data exporter that
relate to the processing under these Clauses

(b) The Partles shali be able to demonstrate compliance with these Clauses. In particular, the data

importer shall keep appropriate documentation on the processing activities carried out on behalf of
the data exporter.

(¢)  The data importer shall make available to the data exporter all information necessary to demonstrate
compliance with the obligations set out in these Clauses and at the data exporter’s request, allow for
and contribute to audits of the processing activities covered by these Clauses, at reasonable intervals
or if there are indications of non- compliance. In deciding on a review or audit, the data exporter
may take into account relevant certifications held by the data importer.

(d)  The data exporter may choose to conduct the audit by itself or mandate an independent auditor.
Audits may include inspections at the premises or physical facilities of the data importer and shall,
where appropriate, be carried out with reasonable notice, '

(e) . The Parties shall make the information referred to in paragraphs (b) and (¢), including the results of
any audits, available to the competent supervisory authority on request.
Clause 9
Use of sub-processors
The data importer has the data exporter’s general authorisation for the engagement of sub-processor(s} from
an agreed list, The data importer shafl specifically inform the data exporter in writing of any intended

changes to that list through the addition or replacement of sub-processors at least four weeks in advance,
thereby giving the data exporter sufficient time to be able to object to such changes prior to the engagemerit

of the sub-processor(s). The data importer shall provide the data exporter with the information necessary to

enable the data exporter t¢ exercise its right to object.

Where the data importer engages a sub-procéssor to carry out specific processing activities {on behalf of
the data exporter), it shall do so by way of a written contract that provides for, in substance, the same data
protection obligations as thosé binding the data impottet under these Clauses, including in terms of third-
party beneficiary rights for data subjects. The Parties agree that, by .complying. with this Clause, the data
importer fulfils its obligations under Clause 8.8. The data importer shall ensure that the sub-processor
complies with the obligations to which the data importer is subject pursuant to these Clauses.

The data importer shall provide, at the data exporter’s request, a copy of such a sub-processor agreement
and any subsequent amendments to the data exporter. To the extent necessary to protect business secrets or
other confidential information, including personal data, the data importer may redact the text of the
agreemient priot to sharing a copy.

The data importer shall remain fully responsible to the data exporter for the performance of the sub-
processor’s obligations under its contract with the data importer. The data importer shall notify the data
exporter of any failure by the sub-processor to fulfil its obligations under that contract.
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(a)

(b)

(c)

(a)

b)

(©)

(d)

(e)
)

(a}

The data importer shall agree a third-party beneficiary clause with the sub-processor whereby — in the event
the ‘data imiporter has factually disappeared, ceased to exist in law or has become insolvent — the data
exporter shall have the right to terminate the sub-processor contract and to instruct the sub-processor to
erase or return the personal data.

Clause 10
Data-subject rights

The data importer shall promptly notify the data exportér of any request it has received from a data subject.
Tt shall not respond to that request itself unless it has been authorised to do so by the data exporter.

The data importer shall assist the data exporter in fulfilling its obligations to respond to data subjects’
requests for the exercise of their rights under Regulation {EU) 2016/679. 1n this regard, the Parties shall set
out in Annex I1 the appropriate technical and organisational measures, taking into account the nature of the
processing, by which the assistance shall be provxded as well as the scope and the extent of the assistance
required.

In fulfilling its obligations under paragraphs (a) and (b), the data importer sha!I comply with the instructions
from the data exporter.

Clause 11

Redress

The data importer shall inform data subjects in a transparent .and easily accessible format, through
individual notice or.on its website, of a contact point authorised to handle complaints. It shall deal promptly -
with any complaints it receives from a data subject.
In case of a dispute between a data subject and one:of the Parties as regards compliance with these Clauses,
that Party shall use its best efforts to resolve the issue amicably in a timely fashion. The Parties shall keep

each other informed about such disputes and, where appropriate, cooperate in resolving them.

Where the data subject invokes a third-party beneficiary right pursuant to Clause 3, the data importer shall
accept the decision of the data subject to:

(i) lodge & complaint with the supervisory authority in the Member State of his/her habitual residence:
or place of work, or the competent supervisory authority pursuant to Clause 13;
(i)  refer the dispute to the competent courts within the meaning of Clause. 18:

The Parties accept that the data subject may be represented by a not-for-profit body, orgamsatlon or
association under the conditions set out in Article 80(1) of Regulation (EU) 2016/679. -

The data importer shall abide by a decision that is binding under the applicable EU or Member State law.

- The data importer agrees that the choice made by the data subject will not prejudice his/her substantive and

procédural rights to-seek remedies in accordance with applicable laws.
Clause 12
Liability

Each Party shall be liable to the other Party/ies for any damages it causes the other Party/ies by any breach
of these Clauses.
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(b)

(©

(d)

(e)

()

(g}

(2)

(b)

The data importer shall be liable to the data subject, and the data subject shall be entitled to teceive
compensation, for any material or non-material damageés the data importer or its sub-processor causes the
data subject by breaching the third-party beneficiary rights under these Clauses.

Notwithstanding paragraph (b), the data exporter shall be liable to the data subject, and the data subject
shall be entitled to receive compensation, for-any material or non-material damages the data exporter or the
data importer (or its sub- processor) causes the data subject by breaching the third-party beneficiary rights-
under these Clauses. This is without prejudice to the Hability of the data exporter and, where the data
exporter-is. a processor acting on behalf of a controller, to the liability of the controller under Regulation
(EU)Y 2016/679 or Regulation (EU) 2018/1725, as applicable.

The Pariies agree that if the data exporter is held liable under paragraph (c) for damages caused by the data
importer (or its sub-processor), it shall be entitled to claim back from the data importer that part of the
compensation corresponding to the data importer’s responsibility for the damage.

Where more than one Party is responsible for any damage caused to the data subject as a result of a breach
of these Clauses, all responsible Parties shall be jointly and severally liable and the data subject is entitled
to bring an action in court against any of these Parties. .

The Parties agree that if one Party is held liable under paragraph (e), it shall be entitled to claim back from
the other Party/ies that part of the compensation corresponding to its/their responsibility for the damage.

The data importer may not invoke the conduct of a sub-processor to avoid its own liability.

Ciause 13
Supervision
The supervisory authority with responsibility for ensuring compliance by the data exporter with Regulation

(EU) 2016/679 as regards the data transfer, as indicated in Annex 1.C, shall act as competent supervisory
authority.

‘The data importer agrees to submit itseif to the jurisdiction of and cooperate with the competent supervisory
-authority in any procedures aimed at ensuring compliance with these Clauses. In particular, the data

importer agrees to respond to enquiries, submit to audits and comply with the measures adopted by the
supervisory authority, including remedial and compensatory measures. 1t shall provide the supervisory
authority with written confirmation that the necessary actions have been taken.

SECTION IIT - LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY PUBLIC AUTHORITIES

(2)

)

Cilause 14
"Local laws and practices affecting compliance with the Clauses

The Parties warrant that they have no reason to believe that the laws and practices in the third country of
destination applicable. to- the processing of the personal data by the data importer, including any
requirements to disclose personal data or measures authorising access by public authorities, prevent the
data importer from fulfilling its obligations under these Clauses. This is based on the understariding that.
laws and practices that respect the essence of the fundamental rights and freedoms and do not exceed what
is hecessary and proportionate in a democratic society to safeguard one of the objectives listed in Article
23(1) of Regulation (EU) 2016/679, are not in contradiction with these Clauses.

The Parties declare that in providing the warranty in paragraph (a), they have taken due account in particular
of the following elements:

(iy  the specific circumstances of the transfer, including the length. of the processing chain, the number
of actors involved and the transmission channels used; intended onward transfers; the type of
recipient; the purpose of processing; the categories and format of the transferred personal data; the
economic sector in which the transfer occurs; the storage location of the data transferred; '
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(©

C)

(e}

()

151

(a}

(b)

(i)  the laws and practices of the third country of destination— including those requiring the disclosure
of data to public authorities or authorising access by such authorities — relevant in light of the specific
circumstances of the transfer, and the applicable limitations and safeguards;

(iiify any relevant contractual, technical or organisational safeguards put in place to supplement the
safeguards under thése Clauses, including measures applied during transmission and to the
processing of the personal data in the country of destination.

The data importer warrants that, in carryiig out the assessment under paragraph (b), it has made its best
efforts to provide the data exporter with relevant information and agrees that it will continue to cooperate
with the data exporter in ensuring compliance with these Clauses.

The Parties agree to document the assessment under paragraph (b) and make it-available to the competent
supervisory authority on request,

The data importer agrees to notify the data exporter promptly if, after having agreed to these Clauses and
for thie duration of the contract, it has reason to believe that it is or has become subject to laws or practices
not in line with the requirements under paragraph (a), including following a change in the laws of the third
country or a measure {such as a disclosure request) indicating an application of such laws in practice that
is not in line with the requirements in paragraph (a).

Following a notification pursuant to paragraph {e), or if the data exporter otherwise has reason to believe

‘that the data importer can no longer fulfil its obligations under these Clauses, the data exporter shall

promptly identify appropriate measures (e.g. technical or organisational measures to ensure security and
confidentiality) to be adopted by the data exporter-and/or data importer to address the situation. The data

exporter shall suspend the data transfer if it considers that no appropriate safeguards for such transfer can

be ensured, or if instructed by the competent supervisory authority to do so. In this case, the data exporter
shall be entitled to terminate the contract, insofar as it concerns the processing of personal data under these
Clauses, If the contract involves more than two Parties, the data exporter may exercise this right to
termination only with respect to the relevant Party, unless the Parties have agreed otherwise. Where the
contract is terminated pursuant to this Clause, Clause 16(d) and (e} shall apply.

Clause 15
Obligations of the data importer in case of access by public authorities
Notification

The data importer agrees to notify the data exporter and, where possible, the data subject promptly (if
necessary with the help of the data exporter) if it:

(i) receives a legally binding request from a public authority, including judicial authorities, under the
laws of the country of destination for the disclosure of personal data transferred pursuant to these
Clauses; such notification shall include information about the personal data requested, the requesting
authority, the legal basis for the request and the response provided; or

{it}  becomes aware of any direct access by public authorities to personal data transferred'pursuan_t to
these Clauses in accordance with the laws of the country of destination; such notification shall
include all information available to the importer.

If the data importer is prohibited from notifying the data exporter and/or the data subject under the laws of
the country of destination, the data importer agrees to use its best efforts to obtain a waiver of the prohibition,
with a view fo communicating as much information as possible, as soon as possible. The data importer
agrees to document its best efforts in order to be able to demonstrate them on request of the data exporter.
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(c)

(d)

(e)

152

(2)

)

(e}

{a)

(b)

{c)

Whete permissible under the laws of the country of destination, the data importeragrees to provide the data
exportet, at regular intervals for the duration of the contract, with as much relevant information as possible
on the requests received {in particular, number of requests, type of data requested, requesting authority/ies,
whether requests have been challenged and the outcome of such challenggs, etc.). [For Module Three: The
data exporter shall forward the information to the controller.]

The data importer agrees to preserve. the information pursuant to paragraphs (a) to (c) for the duration of
the contract and-make it available to the competent supervisory authority on request,

Paragraphs (a) to (¢) are without prejudice to the obligation of the data importer pursuant to Clause 14(e)

and Clause 16 to.inform the data exporter promptly where it is unable to comply with these Clauses.

Review of legality and data minimisation

The data importer agrees to review the legality of the request for disclosure, in particular whether it remains
within the powers granted to the requesting public authority, and to challenge the request if, after careful
assessment, it concludes that there are reasonable grounds to consider that the request is unlawful under the
laws of the country of destination, applicable obligations under international Jaw and principles of.
international comity. The data imiporter shall, under the same conditions, pursue possibilities of appeal.
When challenging a request, the data importer shall seek interim measures with a view to suspending the
effects of the request until the competent judicial authority has decided on its merits. It shall not disclose
the personal data requested until required to do so under the applicable procedural rules, These requirements’
are without prejudice to the obligations of the data importer under Clause 14(g).

The data importer agrees to document its legal assessment and any challenge to the request for disclosure
and, to the ‘extent permissible under the laws of the country of destination, make the documentation
available to the data exporter. It shall also make it available to the competent supervisory authority on
request. : ‘
The data importer agrees to provide the minimum amount of information pérmissible when responding to
a request for disclosure, based on a reasonable interpretation of the request.
SECTION 1V — FINAL PROVISIONS
Claise 16

Non-compliance with the Clauses and termination

The data importer shall promptly inform the data exporter if it is unable to comply with these Clauses, for-
whatever reason.

In the event that the data importer is int breach of these Clauses or unable to comply with these. Clauses, the
data exporter shall suspend the transfer of personal data to the data importer until compliance s again
ensured or the contract is terminated. This is without prejudice to Clause 14(f).

The data exporter shall be-entitled to terminate the contract, insofar as it concerns the processing of personal
data under these Clauses, where:

(i) the data exporter has suspended the transfer of personal data to the data importer pursuant to
paragraph (b) and compliance with these Clauses is.notrestored within a reasonable time and in any
évent within one month of suspension;

(i),  the data importer is in substantial or persistent bresch of these Clauses; or

(i) the data importer fails to comply with a binding decision of a competent court or supervisory
authority regarding its obligations under these Clauses. .
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(e)

In these cases, it shall inform the competent supervisory authority of such non- compliance. Where the
contract involves more than two Parties, the data exporter may exercise this right to termination only with
respect to the relevant Party, unless the Parties have agreed otherwise.

Personal data that has been transferred prior to the termination of the coniract pursuant to paragraph (c)
shall at the choice of the data exporter immediately be returned to the data exporter or deleted in its entirety.
The same shall apply to any copies of the data. The data importer shall certify. the deletion of the data to
the data exporter. Until the data is deleted or returned, the data importer shall continue fo ensure compliance
with these Clauses. In case.of local laws applicable to the data importer that prohibit the return or deletion
of the transferred personal data, the data importer warrants that it will continue to ensure compliance with
these Clauses and will only process the data to the éxtent and for as long as required under that local law.

Either Party may revoke its agreement to be bound by these Clauses where (i) the European Commission
adopts a decision pursuant to Article 45(3) of Regulation (EU) 2016/679 that covers the transfer of personal
data to which these Clauses apply: or (ii} Regulation (EU} 2016/679 becomes part of the legal framework
of the country to which the personal data is transferred. This is ‘without prejudice t¢ other obligations
applying to the processing in question under Regulation (EU) 2016/679.

Clause 17
Governing law

These Clauses shall be governed by the law of the EU Member State in which the data exporter is established.
Where such law does not allow for third-party beneficiary rights, they shall be governed by the law.of another EU
Member State that does allow for third-party beneficiary rights. The Parties agree that this shall be the law of

Germany.
Clause 18
Choice of forum and jurisdiction
{a) -Any dispute arising from these Clauses shall be resolved by the courts of an EU Member State.
(b}  The Parties agree that those shall be the courts of Germany.
(c) A data subject may also bring legal proceedings against the data exporter and/or data importer before the
* cotrts of the Member State in-which he/she has his/het habitual residence.
The Parties agree to submit themselves to the jurisdiction of such courts.

(@
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APPENDIX
TO EXHIBIT 2

ANNEX L A TO EXHIBIT 2
« LIST OF PARTIES -

Name Commerzbank AG, Vienna Branch
Address Hietzinger Kai 101 — 105, 1130 Vienna, Austria
Contact  person’s  name, | Data Protection Contact

position and contact details:

Commeérzbank AG, Vienna Branch
Hietzinger Kai 101-105, 1130 Vienna, Austria
E-mail: info.vienna@commerzbank.com

Activities relevant to the data
transferred under these Clauses

| A broad range of banking activities for corporate customers suchi as-but not

limited to the opening and maintaining of accounts, credit relations ate.

Data Exporter

yes
Data Impoﬁer ves
Controller yes
Pi‘ocessor yes
Signature and date
| e Tekuelv orsier
e, Jo rg f)oir'g@:-zozzn.zs

72150556 +0100°
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Name

Commerzhank AG, Brussels Branch

Address

29, Boulevard Louis Schmidt, 1040 Bruxelles, Belgium

Contact  person’s  name,
position and contact details:

| Commerzbank AG, Brussels Branch

Data Protection Officer

Boulevard Louis Schmidt 29
1040 Brussels, Belgium
E-mail: compliance. belgium@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Tmporter yes
Controller yes
Processor yes
Signature and date . Paduwat}'!?%ga!lygg\@ﬁr Kell “Digitally signed
Vg Pt itcte EHEr, = bykeler, artin
Christelle Daté: 2022.11.21
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Name

Digital Technology Center Commerzbank AG, Sofia Branch

Address

Bulgaria; Sofia, district Mladost, zh.k. Mladost 4, 1715, str. Samara 2,
Advarce Business Center II, 3" floor .

Contact  person’s  name,
position and contact details;

Data Protection Contact

Digital Technology- Center Commerzbank AG, Sofia Branch
2 Samara str., zh.k. Mladost 4,

Advance Business Center [1, 1715 Sofia, Bulgaria

E-mail: DTC Scfia GDPR@Geommerzbank.com

Activities relevant to the data

transferred under these Clauses,

Varigus [T-refated services in connection with banking activities

Data Exporter no
Data Importer yes
Controller | no
Processor yes

Signature and date

':ﬁ;h.ally signed oy
Kroeg erl Krogger, Markus

§ Dafe; 202231.18 P I g
e ave
-

Tigkally sigrad by Paved Lurila
DR D, 23 LTANTRCL A8 10921,
Ritienqesebschatt,

OrTOMAEAZBANK
oddiferd i 1 cvePave Curita
srunlonka, grientlasmpmpacel
Mrgr—-’)ﬁll!i.nﬂe-hﬂh!wl
L2713, A0 SUINT
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Name

Commerzbank AG acting through

COMMERZBANK Akticngescllschaft, paboka Pruha

Address

Jugaslivskd 93471, 120 00 Piaha 2 - Nové Miste, Czech Republic

Contact  person’s
position and contusct detiils;

name.

Data Prosection Contact

Commerzbank AG, pobocka Praha

Jupgoslavska 93471, 120 00 Praha 2, Cacch Republic
E-maik (8-0O518Pragifeommerzbank.com

Activities relevant to the data

transferred under these Clauses

A broad range of banking activitics for corporate customers such as but not
limited to the opening and maintaining of accounts, eredit relations ele.

Duta Exporter yes
Data Importer yes
Controller ves
| Processor yes

Signature and date

,e(/o; €m\§4’r" Z.*?' Zc:ﬂc—Z.—

/

udev:t Bzm
provy

Pavel Curilla
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Name Commerzbank AG, Paris Branch
Address 86 Boulevard Haussmann, 75008 Paris, France
Contact  person’s  name, i Data Protection Officer

position and contact details:

Commerzbank AG, Paris Branch,
86 Boulevard Haussmann ~F-75008 Paris
E-mail: rdi@commerzbank.com

Activities relevant to the data

transferred under these Clauses.

A broad range of banking activities for corporate custometrs such as but not.
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller ves
Processor yes.

Signature and date

-« Date:2022.11.30
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Name

Commerzbank AG

Address

KaiserstraBe 16 (Kaiserplatz), 60311 Frankfurt/Main, Germany

Contact  person’s  name,
position and contact details:

Data Protection Officer
Commerzbank AG
Kaiserstrasse 16 (Kaiserplatz), 60261 Frankfurf am Main

E-mail: datenschutzbeauftragter®commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities:such as but not limited to the openingand
maintaining of accounts, credit relations etc.

Data Exporter yes
Data Tmporter yes
Controller yes
Processor yes

Signature and date:

8 +01'00"

Utndr [eifbauny
ALA 2044 MYk
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Name

Commerzbank AG, Milan Branch

Address

Corso Europa 2, 20122 Milan, Italy

Contact  person’s  name,
position and contact details:

Data Protection Contact

Commerzbank AG, Milan Branch

Corso Europa 2,20122 Milano, Italia

E-mail: compliance.milano@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate tustorners such as but not
limited to the-opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

ally signed by Braun, Kristian
INur zur'internen
ung!, cn=Braun, Kristian,

:2022.11.25 13:58:54 +H01'00°
tally signed by Casartelli,

101




Name

Commerzbank AG, Luxembourg Branch

Address

25, rue Edward Steichen
L-2540 Luxembourg
Grand Duchy of Luxembourg:

Contact person’s namec,.

position and contact details:

Data Protection Comiact

Commerzbank AG, Luxembourg Branch

25, rue Edward Steichen, 1.-2540 Luxembourg
Grand Duchy of Luxembourg

ii-mail: datenschutzbeauftragter@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A ‘broad range of banking activities for corporate cusiomers such as but not
limited to the opening and maintaining of accounts, credit relations ete.

_Data Exporter yes
Data Importer .'ycs
Controller yes
Processor )

AN

[SigramrE and dalE

Yaus Diederich
anaging Director
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Name

Commerzbank Finance & Covered Bond SA,

Address 25, rue Edward Steichen,
L-2540 Luxembourg
Grand Duchy of Luxembourg
Contact person’s name, | Data Protection Contact

position and contact details:

Commerzbank Finance & Covered Bond S.A.
25, rue Edward Steichen, L-2540 Luxembourg
Grand Duchy of Luxembourg

E-mail: dataprotection-uxembourg@commerzbank.com

Activities relevant to the data

transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller ves
| Processor yes

Signature and date

Digital

Gera rd unterschriebens

von Gerard Jan

A 5 ighal
7 Bais Thoemm unterschrieben von
Jan Bais vstum20221117

Thoermmes, Robert

5:04:24 +01'00°
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Name

Commerzbank AG, Amsterdam Branch

Address

Claude Debussylaan 24 {10th Floor), 1082 MD Amsterdarh, The Netherlands

Contact  ‘peison’s name,
position and contact details:

Data Protection Contact

Commerzbank AG, Amsterdam Branch

Claude Debussylaan 24, 1082 MD Amsterdam, The Nethérlands
E-mail: a%agrotectlonAMS@commerzbank com

Activities relevant to the data
transfeired under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit refations etc.

Data Exporter yes
Data [mporter yes
Controller yes
Processor yes

Signature and date
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Name

Commerzbank AG acting through

“Commerzbank Akfiengesellschaft Spélka Akeyjna Oddzial w Polsce

Address ul. Wersalska
9} —~203 Lodz
Poland
Contact person’s name, | Data Protection Contact

position and contact details:

Commerzbank Aktiengesellschaft Spdlka Akcyjna Oddziat w Polsce
ul. Wersalska :

91 -203 Lodz

Poland

E-mail: DataProtectionContactPL{@comimerzhdnk.com

Activities relevant to the data
transferred under these Clauses

Various services related to IT-operations and software development as well
as risk reporting and risk model validation .

Data Exporter no
Data Importer yes
Controller no
Processor yes
Signature and date
il sighed by Unterschrift gjltig
K :
roege {roeger, Markus Dokument padpigdfy przez
16:2022.11.18 MAREK GAIAYNICZEK
Marku $

7:58 +02'00" Data: 2022.11.3
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| Name mBank SA
Address - ul. Prosta 18,
00-850 Warszawa.
Poland
Contact  person’s . name, | Data Protection Contact (Inspector Danych Osobowych)

position and contact detajls:

mBank SA
ul. Prosta 18, (0-850 Warszawa, Poland

E-mail: insp ektordanvchcsohowvch@.mhank.pl

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations ctc.

Data Exporter yes
Data Importer yes
“Controller yes
Processor yes

Signature and date

| @[M - /’@/éw?

1£72. 10Tl

{€.42. 2022
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Name

CERI International Sp. z o.o.

Address

ul. Wersalska 6, 91-203 Lodz, Poland

Contact  person’s  name,
position and contact details:

Data Protection Officer

CERI International. Sp. z 0.0.

ul. Wersalska 6, 91-203 Lodz, Poland
E-mail: iod@ceri.pl

Activities relevant to the data
transferred underthese Clauses

Various services related to the onboarding and offboarding of (new)
customers.

Data Exporter | no
Data Importer yes
Controller no
Processor yes

Signature and date

Signed by /
Podpisano przez:

MIGUEL ANGEL
¢ RODRIGUEZ
¥ ALVAREZ

Date / Data: 2022-
11-29.08:45 .
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Name

Commerzbank AG, Madrid Branch

Address

Torre de Cristal, Paseo de la Castellana 259 C, 28046 Madrid, Spain

Contact  person’s  name,
position and contact details:

Data Protection Contact

Commerzbank AG, Madrid Branch

Paseo de la Castellana 259 C, 28046 Madrid, Spain
E-mail: Madrid.Protecciondatos@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not’
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

1+01'00"
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Name Commerzbank AG, Filiale Ziirich
Address Pelikanplatz 135, 8001 Ziirich, Switzerland
Contact  person’s  name, | Data Protection Contact

position and contact details:

Commerzbank AG, Zurich Branch
Pelikanplatz 15, 8001 Ziirich

Telefon: +41 44563 6931
datenschutz.zuerichiddcommerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Coritroller yes
Processor yes

Signature and date

mo, Walter
m:2022.12.12
13 +01°006°
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Name

Commerzbank AG, London Branch

Address

30 Gresham Street, London EC2V7PG, United Kingdom

Cor_itact person’s name,
position and contact details:

Data Pratection Officer

Commerzbank AG, London Branch

30 Gresham Street, London EC2V 7PG, UK

E-miail: Dataprotection.london@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking-activities for corporate customers such as but not
limifed to the opening and maintaining of accounts, credit relations etc.

Dafa Exporter yes
Data Importer yes
Controller yes
Processor yes

Signature and date

S m It o bySmith, lan
Date;2022.11.16
[an ™ ammonz

Siattatly signed
Din May
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Name Commerzbank AG, Beijing Branch

Address Suite 2502 East Tower Twin Towers, B-12 Jianguomenwai Dajie, Chaoyang
District, Beijing 100022, Peoples Republic of China

Contact  person’s  name, | Data Protection Officer

position and contact details:

Commerzbank AG, Beijing Branch

2602, C Tower, Beijing Yintai Centre, No.2 Hanguomenwai Street, Chaoyang
District, Beijing 100022

E-mail: DPOChinai@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such. as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer ¥es
Controller yes
Processor yes

Signature and date
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Narme

Commerzbank AG, Shanghai Branch

Address 37F, Shanghai World Financial Center, 100 Century Avenue, Pudong,
200120 Shanghai, Peoples Republic of China
Contact  person’s  name, | Data Protection Officer

position and contact details:

Commerzbank AG, Shanghai Branch i

37F Shanghai Woild Financial Center, 100 Century Avenue, Pudong,
Shanghai 200120

E-mail: DPOChinai@eommerzbank.com

Activities relevant to the data
transferred under thiese Clauses

A broad range of banking activities for primarily corporate customers such as
but not limited to the opening and maintaining of accounts, credit relations
ete.

Data Exporter yes
Data Importer yes
Controller " yes
Processor yes

Signature and date
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Name Commerzbank AG, Hoog Kong Branch

Address Room iSO?., 15th Floor, Lee Garden One, 33 Hysan Avenue, Causeway Bay,
1 Hong Kong

Contact  person’s  npamc; | Data Protection Officer

position and contact details;

Commerzbank AG, Hong Kong Branch

Room 1502, 15th Floor, Lee Garden One, 33 Hysan Avenue, Causeway Bay
Phone: -

E-mail: DEOHongKdne@commerzbank.comi

Activities relevant to the data
transferred under these Clauses

A. broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc,
(business is being wound down)

Data Exporter yes
Data Importer yes
Controller yes
Processor ves
Sighature and-date

T S

zer [11 [ zo27.
RBroTHerny (SrrRRaNS
CEo Howa Wons Bepoacly

Za/it]2o2z
ULy BANG

Cop HonNG kNG
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Name Commerzbank AG, Tokyo Branch

Address Glass Cube Shinagawa 10F, 4-13-14 Higashi-Shinagawa, Shinagawa-ku,
Tokyo 140-0002, Japan

Contict  person’s  name, | Data Protection Officer

position and contact details:

Commerzbank AG, Tokyo Branch
Glass Cube Shinagawa 10F 4-13-14 Higashi-Shinagawa, Shinagawa-ku
E-mail: tokvo-corporatesinternational@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate: customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yés
Controller yes
Processor yes

Signature and date

Yasutaka
Sajima

Nicolas |
Chagnon
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Name

Commerzbank (Eurasija) AO

Address

14/2 Kadashevyskaya Nab., 119017 Moscow, Russia

Contact  person’s  name,
position and contact details:

Data Protection Contact (ISO) '

Commerzbank (Eurasija) AO (subsidiary)

119017 Moscow, Russia, Kadashevskaya nab., 14/2
E-mail: iso.moscowi@ecommerzbank.com

Data Protection Contact (COQ)

Commerzbank (Eurasija) AQ (subsidiary)

119017 Moscow, Russia, Kadashevskaya nab., 14/2
E-mail: itmoscowiconimerzbank.com

Activi_ties relevant to the data
transferred under these Clauses

A broad range of banking activities for primarily corporate customers such as
but not limited to the opening and maintaining of accounts, credit relations
ete.

Data Exporter yes
Data Importer yes
Controller yes
Processor ves

Signature and date

gital unterschrieben von
her, Michael
:2022.11.16 15:41:57

itally signed by Gorokhovsky, Arthur
GO ro kh OVS kyl Arth r Date: 2022.11.16 18:45:42 +03'00"
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Name

Commerzbank AG, Singapore Branch

Address

71 Robinson Road #12-01, Singapore 068895

Contact  person’s ~ name,
position and contact details:

Data Protection Officer -

Commerzbank AG, Singapore Branch
71 Robinson Road, #12-01, Singapore 068895

Phone: +65 63110 338

E-mail; DPOSinganorefiicommerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Iimporter yes
Controller yes
Processor yes

Signature and date

. comm:u;mg«ﬁ'o'ljr_u;'{@llysigned

= by Papaspyroy,
TR Andreas
; Date:2022.12.07
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Name

Commerzbank AG, New York Branch

Address

225 Liberty Street, New York, NY 10281-1030, USA

Contact  person’s  name,
position and contact details;

Data Protection Contact
Commerzbank AG, New York Branch
225 Liberty Street, New York, NY 10281-1050, USA

E-mail: infosécnv(@commerzbank.com

Activities relevant to the data
transferred under these Clauses

A broad range of banking activities for corporate customers such as but not
limited fo the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controlier yes
Processor yes.

Signature and date

//7 S%Geremiam« o
ew York Branch

/ C O & Regional Board Member

North America
/

Al

616nﬁra{ Manaﬂar +Coo
Commerz.ban « A Nuw oR K Drzch
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Name Commierz Markets LLC

Address . 225 Liberty Street, New York, NY 10281-1050, USA

Contact  person’s  name, | Data Protection Contact

position and contact deétails: Commerz Markets LLC '

225 Liberty Street, New York, NY 10281-1030, USA
E-mail: infoseenyi@commerzbank.com

Activities relevantto the data | A broad range of banking activities for corporate customers siich as but not
transferred under these Clauses { limited to the opening and maintaining of accounts, credit relations etc.

Data Exporter yes
Data Importer yes
Controller yes
Pfocessor yes

Signature and date - // / >

John Geremia LEC-Ann
Commerz Markets LLC N,
President. '

(00 Comil2
N\M—IL_FT s e
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Categories of data subjects whose personal data is transferred

The personal data transferred concern in particular the following categories of data subjects:

Existing and/or- potential new (corporate) customers for credit risk (risk assessment/risk management) i.e. credit
analysis, credit decision and credit monitoring,

Categories of personal data transferred

The personal data transférred concern in particular the following categories of data (only where apphcable and
permifted under national law):

«  With regard to credit risk (assessment/management)

For credit risk of customers (assessment/management), e.g.

Credit risk assessment relevant data (financial information, balance sheet, rating, etc.}
Market data

Research data

Static data {e.g. KYC data)

Additional compliance data (e.g. Watch List, Restricted List)

Credit Risk data (Credit Agreement data, credit linc and exposure data)

cC00DCOO0O0

*  With regard to Employee data

o Employee data {(e.g. e-mail, address, phone—number, Comsi-ID, department, name, functional manager,
country, employee number)

o E-mail data (e.g. sender, receiver, subjéet, text body)

o Chat communication: data (e.g. participants, messages)

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
¢onsideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

n/a

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)

Data are generally transferred on a one-off basis, additional data only if deemed necessary.
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Nature of the processing

Data-are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure and will
primarily be stored for documentation requirements during the annual review processes (see the following category
“Purpose(s) of the data transfer and further processing”

The Data may be exported by the Commerzbank entities and branches marked a§ Exporter as per Annex LA and
imported by

CERI International Sp.Z o.0., ' Commerzbank Aktiengeselischaft Spotka Akeypna
Oddzial w Polsce

Ul.Wersalska 6 ul. Wersalska

91-203 Lodz 91 -203 Lodz

Poland Poland

Purpose(s) of the data transfer and further processing
The transfer is made for the purpose of credit risk assessment/credit risk management, i.e. credit analysis, credit

decisions and credit monitoring, (financial) information regarding customers/customer groups with existing.and/or
potential new credit exposure.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period :

Data are retained for periods in accordance with applicable legal/regulatory requirements such as MaRisk.

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” and may vary but never go beyond the previous transfer from Controller tothe Processor as described herein.
If retained sub-processors, if any, are obliged by contract to erase. data when the contractual relationship is
terminated or when retention periods have expired.
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Categories of data subjects whese personal data is transferred

The personal data transferred concern, in particular, the following categories of data subjects (please specify):

1. Customers :

2. Contact persons of corporate customers and of potential corpordte customers

3. Individual representativesfauthorized  signatories and/or  authorized  traders/directors  (Senior
ExecutivesMembers of the Board or Governing Body) of {corporate) customers or of potential (corporate)
customers :

4. Ultimate beneficial owners/shareholders of (corporate) customers and of potential {corporate) customers

Categories of personal data transferred

Customers Contact persens of (corperate) cusfomers and of
potential (corporate) customers

€., e.2.

Full name / first names e Name

Title » Function,
Date and place of birth (depending on local | » Phone, fax
requirements of sales.location) + E-mail address

¢ Passport/identity card details (copy of document if
exceptionally required/normally provided)

s Private address/country of residence

+ Investment percentage

« Citizenship

+ PEP status and PEP information

¢ Position/function in company

e Tax residency

¢ Tax Identification No. {TIN})

» PEP information ’

* Source of wealth, if required

» Results of screening and negative news search
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Individual representatives/ authorized signatories
and/or authorized traders/directors (Senior
Executives, Members of the Board or Governing
Body) of (corporate) customers.or of potential

' (corporate) customers

Ulitimate Beneficial Owners/Shareholders of
(corporate) customers or potential (corporate)
customers,

e.g.
o Full name / first names

» Title

e Function

¢ E-mail address

« Phone, fax

¢ Date and place of birth {depending .on local

requirements of sales location)

Passport/identity card details (copy of document
normally provided)

Private address/country of residence

Citizenship

PEP information

Tax 1D

e Results of screening and. nepative news search

e.g.

¢ Fuil name / first names
Title
Date ‘and place of birth (depending on local
requirements of sales location)
e Passport/identity card details (copy of document if
exceptionally required)
Private address / Country of residence
Investment percentage
Citizenship
PEP status and PEP information
Pesition/function in company
Tax residency
Tax Identification No. (TIN)
PEP information
Source of wealth, if required,
* Results of screening and negative news. search

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keepinga record of
-access to the data, restrictions for onward transfers or additional security measures,

n/a

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous hasis)

Data are transferred on a continuouns. basis.

Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure.
The Data will be expoited by the Commerzbank entities and branches marked as Exporter as per Annex LA.

The Data will be imported by

*  Commerzbank AG, Germany, the head office and parent company. Receives personal data from all
Commerzbank entities and branchies listed in Signature Page.
e 3 Hubs:
o Commerzbank AG, Néw Yeik Branch (receives personal data from Commerz Markets LLC
¢  CERI International Sp. Z.o.0., Poland (receives personal data from the entities/branches in Austria,
Belgium, Czech Republic, France, Germany, Italy, Luxembourg, the Netherlands, Spain, UK,
Switzerland) .
o  Singapore Branch (receives personal data from various locations)
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Purpose(s) of the data transfer and further processing
Customer Due Diligence in accordance with group-wide standards and [ocal requirements

Centralization of onboarding process, customer due diligence and off-boarding process in order to have an aligned
approach worldwide

The local client owner of the local Commerzbank legal entity or local branch office collects all relevant customer
data (see above) directly from the customer and transfers it electronically to the respective Hub (if applicable).. The
central data storage of all relevant customer data will be with the head office in Germany. On-boarding, customer
due diligence and off-boarding process for corporate client segment is performed by specialists and centralized in
three Hubs (if applicable). in this context the Hub will check completeness of data and documents, verify against
supporting documents and start the screening process (PEP, sanction lists, etc.). The Hub will also have access to
risk evalvations and K'Y C scores. The final decision will remain with local client owner.

The period. for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

Group-wide standard for the maximum retention is 10 years, but a minimum retention for a period of 5 years must
be ensured; local requirements may vary.

For transfers to sub-processors, also specify subject matter, nature :ind duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” and may vary but never go beyond the previous transfer from Controller to the Frocessor as described herein.
If retaihed sub-processors, if any, are obliged by contract to erase data when the contractual relationship is
terminated of when retention perigds have expired. ‘




Categories of data subjects whose personal data is transferred

The personal data transferred concern, in particular, the following categories of data subjects:

Trade surveillance:

Communication surveillance:

e Customers
s Employees

+ (Customers \
e Potential customers

Categories of personal data transferred

The personal data transferred concern, in particular, the following categories of data (only where applicable and

permitted under national law:

Trade surveillance

Communication Surveillance (for trade staff,
customers and potential customers)

€.z

s Order data

» Trade data

e Customer data (e.g. client or counterparty data
such as client number or depésit number, decision
maker (asset management mandates, alge trade
responsibles, legal representative)

»- Employee data {(e.g. deposit number)

e« Market data

« Research data

s Static data (e.g. portfolio hierarchy, instrument
data)

« Additional compliance data (e.z. Watch List,
Restricted List

e.g.

» E-mail data (e.g. sender, receiver, subject, text
body)

o Phone recordings (e.g. audio file, participant
phone numbers}

o Chat communication data (e.g. participants,
messages)

» Customer data/potential customer data (e.g. E-

~mail address, phone number, name, content of

communication)
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Sensitive data transferred (if appliable} and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access vestrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

n/a

The frequency of the transfer (e.g. whether the data is'transfcrred on a one-off or continuous basis)

Data are transferred on:a confinuous basis.

Nature of the processing
Data are processed by way of recording, structuring; storing, using, disclosure by transfer, erasure.
The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA.

The Data will be imported by Commerzbank AG, Germany (Head Office) as the host provider for the system
for Trade Surveillance and for Communication Surveillance and where the Global Control Room is located.

Purpose(s) of the data transfer and further processing
For both, Trade and Communication Surveillance, the purpose is to adhere to fegal requirements. Both systems

have ‘the purpose of preventing, detecting and identifying insider dealing, market manipulation. and other
suspicious trades and orders. '

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

Data will be retained in line with applicable statutory retention periods.

For transfers to sub-processors, also specify subject matter, nature.and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case” and may vary but never go beyond the previous transfer from Controller to the Processor-as deseribed herein.
If retained sub-processors, if any, are obliged by contract to erase data when the contractual relationship is
terminated or when retention périods have expired.
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Categories of data subjects whose personal data is transferred

The personal data transferred concern the following categories of data subjects:

customer (if identified due to
local law)

customer (if identified due to
local law)

Name Screening Customer Risk Rating Transaction Monitering and
Sanction Screening
e Customer ultimate beneficial | » Customer . ¢ Customer
owner + Ultimate beneficial owner » Uliimate beneficial owner,
e Authorized person s Authorized person authorized person
» Keycontroller of (corporate) | ¢ Keycontroller of (corporate) | » Keycontroller of corporate

customer (if identified. due to
local law)

Categories of personal data transferred

The personal data transferred concern the following categories of data (only where applmablelava;lab]e and

required/permitted under national law):

Specific (or pre-defined) risk
scenarios

Transaction activity {actual and
expected)

PEP status

Name Screening Customer Risk Rating Transaction Monitoring and
‘ Sanction Sereening
e.g. e.g e.g.
» Name, s Country information (legal | » Client data (e.g. customer and
*  Address, address, country of party. information, address
s Birthdate, incorporation/nationality) details, risk-rating, tax
e Birthplace » Customer type identifier information,
+ Nationality s Industry type transacting counterparty data,
» Position e Legal form beneficial ownership, PEP
e Product and services types status) _
o ' Distribution ©  channels 7| ® Account data (e.g. account
communication, e.g. online details; activity limits,

settlemeiit accounts, settlement
instructions, lifecycle dates)
Products and services data (e.g.
risk ratings, expected activity,
interest rates, security
identifiers and details)
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¢ [Information on  malerial

negative news « ‘Transaction data (Transactions,

» Behaviour of the customer, e.g. | - trades, transfers, change of
in  confext with  case addresses,  audit  events,
management, cancellations/amendments,

s Transaction monitoring and asset balances, loan
SAR filing information efe.)

e Information on Sanctions, e.g. { ®* Reference data.(e.g. bank data,
OFAC SDN country risk rating, whitelists,

s Risk Rating Result {e.g. risk prior alerts, prior SARs)
score and / or rating: low, { * External data (e.g. subpoena,
meédium, high) third-party requests, sanction
lists)

.o Financial crime event related
Alert and Case data (Historical
alerts, alert disposition details,
alert escalation,
documentation, regulatory
reporting etc.)

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
conéid_eratioq the nature of the data and the risks invelved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional secqrity measures.

nfa

The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)

Data are transferred on a continuous basis.

Nature of the processing
Data are processed by way of collecting, recording, structuring, storing, disclosure by transfer, erasure.

The Data will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA.
The Dita will be imported by Commerzbank AG, Germany (Head Office)

Purpose(s) of the data transfer and further processing

1. Name Screening
Name Screening against this Global PNG List, other internal (local) Persona non Grata lists and exterial lists
(sanction, PEP/relatives/associates and negative information) for Anti-Money-Laundering and Counter
Terrorism Prevention). ‘

2.  Customer Risk Rating
In order-to determine the-risk rating of the customer, customer attributes such as country of incorporation,

product usage, PEP status, transactional behavior etc. are used in order to determine the risk rating of the
customer. Head Office calculates the risk rating, and sends the results back to Data Exporter.
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3. Transaction Monitoring and Sanction Screening
Development and implementadtion of Global Transaction Monitoring (1st level AML transaction monitoring)

including Alert and Case management and sanctions screening which includes the screening of domestic and
international payments against global and local sanctions lists.

The period for which the personal data will be retained, or, if that is not possible, the criteria used to
determine that period

" Data will be retained in line with applicable statutory retention periads.

For transfers to sub-processors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case™ and may vary but never go beyond the previous transfer from Controller to the Processoras described herein,
If retained sub-processors, if any, are obliged by contract to erase data when the contractual relationship is
terminated or when retention periods have expired.
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Categories of data subjects whose personal data is transferred

The personal data transferred concern, in particular, the following categories of data subjects:
1. Customers

2. Contact persons of corporate customers and potential corporate customers.

3. Individual representatives/authorized signatories and/or authorized traders/directors (senior executives,
members of the board or governing body) of corporate customers or potential corporate customers.

Categories of personal data transferred

Customers Contact persons of (corporate) Individual representatives/
customers and of potential .Authorized signatories and/or
{corporate) customers authorized traders/directors

{Senior Executives, Members of
the Board or Governing Body) of
(corporate) customers or of
potential (corporate) customers

e.g. ' e.g. e.g.
Full name/first names ¢ Name s Full name/first names
« Title » Function, « Title
e  Function e Phone, fax. ¢ Function
»  E-mail address ‘| e E-mail address _ « E-mail address
¢  TPhone, fax e Phone, fax
e  Concerned data of business
relationship

Sensitive data transferred (if appliable) and applied restrictions or safeguards that fully take into
consideration the nature of the data and the risks involved, such as for instance strict purpose limitation,
access restrictions (including access only for staff having followed specialized training), keeping a record of
access to the data, restrictions for onward transfers or additional security measures.

nfa
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The frequency of the transfer (e.g. whether the data is transferred on a one-off or continuous basis)

Data may be transferred on a continuous basis and / or on a one-off basis, e.g. in the case of specific audit
procedures.

Nature of the processing -
Data are processed by way of coﬂecting, recording, structuring, storing, disclosure by transfer, erasure.

The Datd will be exported by the Commerzbank entities and branches marked as Exporter as per Annex LA and
imported by the Commerzbank entities and branches marked as Importer as per Annex LA.

Purpose(s) of the data transfer and further processing
The transfer is made, in particular, for the following purposes:

¢  For internal audit purposes and reporting purposes
s The personal data will only be transferred if necessary for auditing and reporting reasons and to the extent in
compliance with applicable law, Tt will be used on a need-to-know basis only.

The period for which the personal data will be. retained, or, if that is not pessible, the criteria used to
determine that period ‘

Data will be retained in line with applicable statutory retention periods. In particular audit reports for standard
audits will be retained for a period of 10 years, audit reports related to special investigations for 30 years, working
documents for 6 years. Due to local legislation longer retention periods may apply.

For transfers to sub-procéssors, also specify subject matter, nature and duration of the processing

Subject matter, nature and duration of processing by a sub-processor, if any, depend upon the respective “Use
Case™ and may vary but never go beyond the previous transfer from Controller to the Processor as described herein.
If retained sub-processors, if any, are obliged by contract to erase data when the contractual relationship is
terminated or when retention periods have expired.
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Competent supervisory authority in accordance with Clause 13 with regard to data exports where the data exporter

is established in

Austria

Osterreichisclie Datenschutzbehirde
Barichgasse 40 - 42

1030 Wien

Austria

Phone: + 43 1 52.152-0

E-mail: dshizndsb.gv.at

Homepage: www.dsh.gv.al

Belgium

Autorité de protéetion des données

Rue de 1a Presse, 35

B 1000 Bruxeles

Belgium

Phone : +32 (0)2 274 48 00

E-mail : contact@apd-gha.be

Homepage : Page -d'accueil citoyen | Autorité de protection des données
(autoritepr_otecfiondonnces.be)

Bulgaria

Coemmission for Personal Data Protection
2 Prof. Tsvetan Lazarov Blvd.

Sofia 1592

Bulgaria

Phone: +359 2/91-53-519

E-mail: kild@iepdp.be

Homepage: hitps:/iwwiv.cpdp.bg

Czech Republic

The Office for Personal Data Protection / Ufad pro ochranu osobaich
adaji

Pplk. Sochora 27

170 00 Praha 7

Czech Republic

Phone: +420 234 665 111

E-mail: postadiuoou.cz

Homepage: https://www,uoou:cz
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France

Commission nationale de l'informatique et des liberiés
3 Place de Fontenoy

TSA 80715

75334 Paris Cedex 07

France

Phone: +33 (0)1 5373 22 22

Homepage: www.cnil.fr/en/home

Germany

Der Hessische Beauftragte fiir Datenschutz und Informationsfreiheit
Postfach 3163, 65021 Wiesbaden

Gustav-Stresemann-Ring 1, 65189 ‘Wiesbaden

Phone: +49 6 11/140 80

E-mail: poststelle@datenschutz hessen.de

Homepage: https://www.datenschutz essen.de

Hong Kong

Name: Office of the Privacy Commissioner for Personal Data
Unit 1303, 13/F, Dah Sing Financial Cenire, 248 Queen's Road East,
Wanchai, Hong Kong :
Phone: 2827 2827

E-mail: communications@pcpd.org.hk (for general enquiries)
Homepage: https://www.pcpd.org.hk

Italy .

Garante per la Protezione dei Dati Personali
Piazza Venezian. 11

00187 Roma

Italy

Phone: + 39 06 69 677.1

'E-mail: protocolloi@epdp.it

PEC-Mail: protocollof@pec.edp.it
Homepage: hitps://www.garanteprivacy.it

Japan

Personal Information Protection Commission

Kasumigaseki Common Gate West Tower 320d Floor
3-2-1, Kasumigaseki

Chiyoda-ku

Tokyo, 100-0013

Japan

Phone: +81-(0)3-6457-9680

Contact; https:/www.ppe.go.dpfen/contactus/

Homepage: https://www.ppc.go.jp/en/

Luxemburg

Commission nationale pour la protection des données
15, Boulevard du Jazz

4370 Belvaux

Luxemburg

Phone: +352 26 10 601

E-mail: jnfotiienpd.lu
Homiepage: https://www.enpd.luy
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The Netherlands

Autoriteit Persoonsgegevens

PO Box 93374

2509 AJDEN HAAG

The Netherlands.

Phone: +31-70-88 83 500

Homepage: hitps://autoriteitpersoonsgegevens.nl/nl

People’s Republic of China

Office of the Central Cyberspace Affairs Commission (PP RFHKE
EFE BUEREIAE) '

No.15 Fucheng Road, Haidian District, Beijing

Phone: 010-55636504

Homepage: hitps://www.cac.gov.cn

China Banking and Insurance Regulatory Commission, Shanghai (_£5
SR )

Address: 35#, Hehuan Road, Pudong New District, Shanghai 200135, PRC.
Phone: 86 21 38650100

Homepage: P B R1T (R 1B E S R4 (cbirc.gov.cn)

China Banking and Insurance Regulatory Commission, Beijing (LR
E3) |

Address: B Area, Bank of Communications Tower, 20# Financial Street,
Xicheng District, Beijing 100032

Phone: 86 10 66021378

Homepage: * E4RIT (RN B FR (14 (chirc.gov.cn)

People’s Bank of China Shanghai (A B4Ry i 85)

Address: 181# Lujiazui East Road, Pudong New District, Shanghai 200120,
Phone: 8621 53845000

Homepage: E3ESH! (pbe.gov.cn)

People’s Bank of China Beijing (A R#TILFE I E )
Address: 79 Yuetan South St, Beijing 100045,

Phone:-86 10 68559550

Homepage: F&HH (L5 (pbe.goven)

Poland

Urzad Ochrony Dany¢h Osebowych (The President of the Office for
Personal Data Protection)

ul. Stawki2

00-193 Warszawa

Poland

Phone:+48 22 531 03 00

E-mail: kancelariafiuodo.gov.p]
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Russia . ¥npasaenne Pockomuamzopa no LieiTpaasiomy henepaasuomy
okpyry (Roskemnadzor Office for the Central Federal District)

17997, I'CI1-7 , Mockea 1., ul. CTapokammnpekoe, 1. 2, k. 10 (17997, GSP-
7., Moscow, Starokashirskoe shosse, h. 2, b. 10)

Phone: 8-(495)587-44-85

E-mail: rsockanc?7ierkn.cov.ru

Homepage: lttps://rkn.gov.ru/personal-data/

L]

Singapore _ The Personal Data Protection Commission
10 Pasir Panjang Road #03-01

Mapletree Business City

Singapore. 117438

Phone: +65 6377 3131

Contact: online feedback form

Homepage: www.pdpe.gov.sg

Spain Agencia Espanola de Proteccion de Datos (AEPD)
: ' C/lorge Juan, 6

28001 Madrid

Spain

Phone: + 34 900 293 183

Homepage: https:/www.agpd.es/

Switzerland Federal Data Profection and Information Commissioner 4
Feldeggweg 1

CH - 3003 Bern

Phone: +41 (0)58 462 43 95

Homepage: hitps://www.edoeb.adntin.ch

United Kingdom. The Information Commissioner's Office
Wyeliffe House, Water Lane

Wilmslow

Cheshire .

SK9 SAF

Great Britain

United Kingdom

Phone: +44 303 123 1113

E-mail: dpof@ico.org.uk

Homepage: hitps:/www.ico.orguk

United States n/a
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Description of the technical and organizational measures implemented by the data importer(s) (including any
relevant certifications) 1o ensure an appropriate level of security, taking into account the nature, scope, context and
purpose of the processing, and the risks for the rights and freedoms of natural persons.

A General

Sec. 1 Technical and-organizational security measures to ensure an adequate data protection level

(1a) Measures to pseudonymize and anonymize personal data:

» Development of data protection concepts for IT systems or a group of IT systems if personal data
of natural persons are processed within the scope of application of the GDPR (within the EU).

o Asamatter-of principle; production data will not be transferred to and used in development and test
environments of the IT system. If this should be mandatory, however, any data will be anonymized
sufficiently before transfer. The methods of anonymization are decided case-by-case. Any
deviations must undergo a standardized-exception process.

Explanation:

‘Pseudonymization means processing of personal data in such a manner that the personal data can no
longer be attributed to a specific data subject without the use of additional information, provided such
additional infofmation is kept separatély and is-subject to technical and organizational measures to ensure
that the personal data are not attributed to an identified or identifiable natural person. An anonymization
takes place if such additional information does not exist or is erased irrevocably.

" An existing documentation (e.g. in 4 data protection or security concept) can also be indicated.




1b) Measures to encrypt personal data:

Development of security concepts via a centralized security analysis application of Commerzbank
for 1T applications that process personal-data and for IT infrastructures.

Encryption measures as set forth in ‘the policy of the bank (Information Security Control
Framework). Depending on the data classification determined by the centralized security analysis
application of Commerzbank {confidentiality level of the data) of the IT applications and the type
of processing (such as storing, transmitting), the data shall be encrypted in accordance with. the
defined encoding matrix by the cryptographic procésses allowed in the bank in accordance with the
technical standard.

In case of cloud services, personal data will be encrypted with Commerzbank keys which are under
control and the management of Commerzbank.

Encryption of personal data is a common practice to protect such data from disclosure to unauthorized
individuals.

An existing documentation {e.g. in a data protection or security concept) can also be indicated.

{1¢) Measures to ensure ongoing confidentiality:

Development of data protection-concepts for IT systems or a group of IT systems if personal data
are processed within the scope of application of the GDPR (within the EU).

Devélopment of security concepts via a centralized security analysis application of Commerzbank
for IT applications that process personal data and for IT infrastructures.

Identification of IT applications which are likely to have a high risk.

In addition, these applications will undergo a standardized process for the Privacy Impact
Assessment.

Encryption measures; see Sec. 1 (1b).

The assignment of authofizations to 1T application will be done via a standardized process according
to the principle of minimum rights ("need-to-know").

Measures regarding admission control; see sec. 2 (2b).
Measures regarding access control; see sec. 2 (2¢).

Measures regarding transfer control; see sec. 2 (2d).

Explanation:

This means measures ensuring adequate security of the personal data iricluding protection against
unauthorized unlawful processing as well as unintentional loss, unintentional destruction or unintentional
damages. These measures must be designed to ensure ongoing confidentiality.

An existing documentation (e.g. in a data protection or security concept} can also be indicated.
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(1d) Measures to ensure gngoing integrity:

Security Logging and Monitoring shall be carried out in accordance with the method of Security

Development of data protection concepts for I'T systems or a group of IT systems if personal data
of natural persons are processed within the scope of application of the GDPR (within the EU).

Development of security concepts via a centralized security analysis application of Commerzbank
for I'T applications that process personal data and for IT infrastructures.

Conditions applicable to the development of software for the IT system for input validation.

Any changes to software, hardware and other I'T infrastructure used in production shall be made in
accordance with a centralized/standardized Change Management Process.

Infonnation and Event Management (SIEM) within the framework of operating a Security
Operation Centre (SOC).

Measurés regarding input control; see Sec. 2 (2e).

Measures regarding transfer control; see Sec. 2 (2d)

Explanation:

This means measures ensuring adequate security of the personal data including protection against

unauthorized or unlawful processing as well as unintentional loss, unintentional destruction or

unintentional damages as well as unauthorized changes. These measures must be: designed to ensure
ongoing integrity.

An existing documentation (e.g. in a data protection or séc_urify concept) can also be indicated.

(1e) Measures to ensure ongoing availability:

" Air conditioning in the computing.center and the 1T technology rooms,

Use of fire' protection: devices (smoke -and fire detectors, fire extinguishers, fire doors, fire
extinguishing systemis) in the computing center and the IT technology rooms.

Use-of a system to detect a break in.

Use of the failsafe electricity supply (FES).

System defecting damages caused by water.

Data backup and data export (redundant data management).
Threat and risk analysis per dpplication with prevéntive measures.
Use of backup processes.

Use of antivirus systems. (centralized and decentralized).

Use-or SPAM and content filters.

Having an emergéncy, work-around and restart concept in place.
Training, instruciions, and annual exercises.

Monitoring the availability of infrastructure components. and application/databases through the
system in accordance with the criticality of the data to be processed.
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¢ TPossible production failures will be documented, processed and, if necessary, escalated by a
centralized incident/problem management process.

Explanation:

This means measures ensuring that personal data are protected against accidental destruction or loss.
These measures must be designed to ensure ongoing availability.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

{1f) Measures to ensure ongoing resilience of the systems and services:

~e Centralized capacity management (load balancing; for important applications, key performance
indicators will be-defined and monitored). '

+ Conducting penetration tests for web applications.

Explanation:

This includes measures, for example, which have to be taken before data pi'ocessing is carried out by the
confroller and the processor (cf. 2i). However, continuous monitoring of the systéms may also be required.

An existing documentation {(e.g. in a data protection or security concept)-can also be indicated.

{1g) Measures for timely restoring availability in case of a physical or technical incident:

e Written emergency plan in accordance with the BCM framework (acc. to 1SO 22301) for all
processes and units applicable throughout the Group.

= Regular emergency tests for critical processes.including the necessary resources (IT products).

» Resilient attachment to the 1T infrastructure/IT systems (backup for the computing center and
server) so as to realize the brief storage times defined by the criticality of the processes.

e A control function to ensure compliance with policy is integrated into the emergency plan and test.

Explanation:

In order to ensure restorability sufficient safeguards on the one hand and plans of measures on the other
are conceivable which are capable of restoring operations in case of disaster scenarios (and if necessary
the foundation of the backup).

An existing documentation (e.g. in a data protection or security concept} can also be ihd_icated.



(1h) Measures for regular testing, assessing and evaluating of the effectiveness of technical and
organizational measures: :

= Continuous improvement process in the information security management system (1SMS).

s Regular compliance checks for IT systems processing persoral data within the scope of the
centralized security analysis process of Commerzbank, The results of thése checks will be included
in existing risk analyses for modification of the security concepts.

o Verification of compliance with the conditions on information security by risk-oriented tests (on the
basis of the relevant security compliance checks) by a second line of defense.

» Control measures within the framework of the internal control system (ICS).

Explanation:

Measures especially designed to keep the measures for data secutity described here up to date.

An existing documentation {e.g. in-a data protection or security concept) can also be indicated.

Sec. 2 Additional technical and organizational measures itnless stated undei See. 1

(2a) Measures to deny unauthorized individuals access to data processing facilities {admission
control through physical security measures):

s Classification of the buildings/areas in different safety and protection zones.
e Using a system to detect break in.
e Camerasurveillance of the grounds and entrance areas.

« The buildings of Commerzbank AG have electronic. admission systems. These systems permit
:employees free access to the building during the regular working hours. Extracrdinary assignments
and associated admiission to the buildings need to be applied for separately.

e Visitors, suppliers and other third parties must first register with reception. Their presence will be
recorded in writing. Any visitors' passes must be worn openly and returned when leaving the
building.

¢ In addition to safeguard the buildings by the general electronic admission contrel, the entrances to
the rooms of the computing centers are partly secured biometrically and by badge readers.

» Access to the computing center by individual admission systems.

e External individuals will be accompanied by authorized employees in the special protection zones
(such as, among others, the computing center, the technology rooms).

e Special authorization processes for access to certain special protection zones.

. Tranéparency and the possibility of analyzing admissions.

Explanation:

This means measures denying unauthorized individuals access to buildings and computing centers where
personal data are processed. In this connection, measures are taken to ensure that only individuals with
proper authorization are admitted to the buildings.and computing centers.
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An existing documentation (e g. in a data protection or security concept) can also be indicated.

{(2b) Measures to prevent unauthorized individual$ from using data processiiig systems (controlling
access to data processing systems):

s Acdess to Commerzbank systems through a personalized user ID and password.
« Administration of aufhorization systems for use of the Commerzbank systems.

= Application and changé management for granting or withdrawing access-authorizations, logging of
all activities performed.

¢ Sealing-off of the bank's internal networks by ﬁ.reWaHs.

« Manual and automatic screen fock.

+ Separation between development, test and production environments.

* Protection of transmission lines and the data stream, for éxample by ericryption via VPN.
s Annual checking of identifications (for example, are they up-to-date or inactive).

* Logging user activities (the logging in and logging out, failed attempts).

o Security Logging and Monitoring will be conducted in accordance with the method of Security
Information and Event Management (SIEM) in connection with the operation of a Security
Operation Centre {(SOC).

Explanation:

. This means measures preventing unauthorized individuals from using data processing facilities and
processes. [n this connection, measures are taken to ensure that only individuals with proper authorization
have access to the data processing facilities. These include, for example, suitable password rules and
firewall configurations.

An existing documentation {e.g. in a data protection or security concept) can also be indicated.

{2c) Measures to prevent access to personzl data by unauthorized individuals (access control by
authorization management):

s Use of personal user IDs and passwords.
¢ Authorization management (rights and roles concept).

s Granting authorizations to IT applications will be done in accordance with the standardized process
according to the principle of minimum rights ("need-to-know™).

o Annual check of authorizations or the scope of authorization (are they up-to-date, are they
necessary).

* Disposal of data carriers, lists, etc. no longer required in accordance with data protection rules by
qualified providers of disposal services in connection with the contract data processing
arrangements.

* Logging of the assighment of authorizations.
* Logging of useractivities in the Commerzbank systems.

e Separation between development, test and production environments.
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This means measures to ensure that individuals authorized to vse the data processing processes have
access only to personal data for which they have access authorization. In this connection, measures are
taken to ensure that individuals working in data processing have access only to those data for which they

- have the appropriate authorization and that personal data cannot be read, copied, changed or erased

without authority diring processing, use and after saving.

An existing documentation (e.g- in a data protection or security concept) can also be indicated.

(2d) Measures to prevent unauthorized perusal and to ensure accountability and protection.of
data integrity during data transmission (transfer control by safe transmission):

e Data carriers and confidential documents-are either stored or destroyed by Commerzbank itself or
by certified service providers.

¢ Documentation of the transport route.

o Use of sealed transport containers,

e Checking the admissibility of transferring data to third parties.

» Logging of transfer to the respective recipient of the data.

» Depending on the confidentiality of the data, encoding processes are used.

» Sealing-off of the internal network through firewalls.

» “Protecting transmission lines and the data stream, for example by encryption via VPN,

e All employees all associates will be asked to sign, a confidentiality clause or data protection
declaration and will be instructed on a regular basis. '

Explanation;

This means measures to ensure that personal data carnot be read, copied, changed or erased without
authority during electronic transmission, transport or while being saved on data carriers, and that it can

 be verified and examined where transmission of personal data by data transmission facilities is intended.

An existing documentation {e.g, in a data protection or security concept). ¢an also be indicatéd.

{2e) Measures for the subsequent examination and accountability of input, changes:and erasures
{input controt by creating a protocol): '

« Unambiguous matching of users to.their user ID.
s Logging the collection of, changes to and erasure of data.
o Explicit access rules with regard to journal files.

* Rules for the erasure of personal data in accordance with applicable retention periods.

" Explanation:

This means measures to ensure that it can be examined and determined subsequently whether and by

whom personal data in data processing systems or applications were entered, changed or erased.
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An existing documentation (eig. in 4 data protection or security concept) can also be indicated.

(2f) Measures to restore persenal data in case of failure (availability control by Business Continuity
Management):

e Centrally managed data safety and restoring concepts of the individual IT applications and IT
" infrastructures {DR Tracking Tool).

s Use of backup processes depending on the classiﬁé_ation of the information/data regarding
availability and the parameters Recovery Time Objective (RTO) and Recovery Point Objective
{RPO).

» Work-around and response concepts for possible network failures.

Explanation:

This means measures ensuring that personal data are protected against accidental destruction or loss.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

(2g) Measures for keeping processing of personal data collected for different purposes separate
(separation control by keeping clients separate and by authorization management):

o Logical separation of client data by participant numbers and other unambiguous identification
critéria or physical separation (separate hardware surface).

» Separation between development, testing and production,

« Separation between test-and production data.

Explanation:

This means measures to ensure that data collected for different purposes can be processed separately.

An existing documentation (e.g. in a data protection or security concept) can also be indicated.

(2h) Measures for data erasure and restriction of processing

“« Development of data protection concepts including erasure and restrictions for IT systems or a group
of I'T systems if personal data of natural persons are processed withit the scope of application of the
GDPR. (within the EU).

¢ Use of automated erasure routines if possible.

» Data from earlier, completed transactions/customer relations which, among other things; only rieed
to be retained by Commerzbank AG in accordance with statutory provisions, for exarmple retention
periods under commercial law, are restricted (archived).

Explanation:

If personal data are no longer needed for the purposes for which they were collected or processed
otherwise, they shall be erased whether requested by the data subject or not. This is the case-especially if
there is no basis for processing the data any more or if the basis has lapsed in the meantime.
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In certain cases, a restriction of data processing must be arranged instead of complete. erasure (called

blocking so far). An existing documentation (e g. in.a data protection or security concept) can also be
indicated.

Additional country specific measures

For Switzerland:

The measires set out under this ANNEX 1T to EXHIBIT 2 for the processing of personal data within the
scope of application of the GIDPR, shall also apply for the processing of personal data within the scope
of application of the Swiss Data Protection Act ("DPA"). For avoidance of doubt, these measures shall

apply for all processing of personal data within Switzerland, as well as for processing of personal data
where the Data Exporter is located within Switzerland.
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Intentionally left blank as not applicable to the Model Contract C2P

144




The below local law amendments apply if the Data Exporter is subject to the jurisdiction of the respective country:

L Country specific

Hong Kong With regard to exports of data from Hong Kong by a data exporter located in Hong
Kong,

L Exhibit 2 (if applicable, including its Appendix) shall be amended as follows:

1. The term "Community" shall be replaced with the term "Hong Kong Special
Administrative Region of the People's Republic of China (*Hong Kong™)”.

2. The terms

. *Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data {General Data Protection
Regulation)”

. “Regulation (EU) 2016/679”

. “Articles 13 and 14 of Regulation (EU) 2016/679™

. “Article 23(1) of Regulation (EU) 2016/679”

» “Article 28(7) of Regulation (EU) 2016/679”

. “Article 45 of Regulation (EU) 2016/67%”
. “Article 45(3) of Regulation (EU) 2016/679"
. “Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679”

. “Articles 46 or 47 of Regulation (EU) 2016/679™
. “Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of Hong Keng™.

3. Clause 2 (a) shall be restated as follows:
(a) These Clauses set out appropriate safeguards, including enforceable data

subject rights and effective legal remedies, pursuant to the Applicable Data
Protection Laws and Regulations of Hong Kong.

145




4, Clause 4 (a) shall be restated as follows:

{a)  Where these Clauses use terms that are used in the Applicable Data Protection

' Laws and Regulations of Hong Kong, unless the context requires otherwise,
each term shall have the same meaning as ascribed to it in these laws and
regulations. The foregoing notwithstanding

- the term “controller" shall have the meaning given to the term "data user”

. the term “processor” shall have the meaning given to the term "data
processor”

. the term “supervisory authority/authority" shail have the meaning given

to the term "Commissioner”

. the term “technical and organisational matters” shall mean “those
measures aimed at protecting personal dafa against’ unauthorised ot
accidental access, 4proce_ssing, erasure loss or use of the data transferred”.

in the Applicable Data Protection Laws and Regulations of Hong Kong
5. Clause 8.8 (Onward transfersy shall be restated as follows:

The data importer shall only disclose the personal data to a third party on documented
instructions from the data exporter. In addition, the data may only be disclosed to a
third party located outside Hong Kong (in the same country as the data importer or in
another third country, hereinafier ‘onward transfer’) if the data exporter has consented
to the onward transfer and such third party is or agrees to be bound by these Clauses,
under the appropriate Module, or if such third party enters into a binding instrument
with the data importer ensﬁring the same level of data protection as under these Clauses,
and the data importer provides a copy of these safeguards to the data exporter.

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses, in particular purpose limitation.

6. Clause 11 (c}(i), Clause 11 (d) and Clause 11 {e} shall be restated as follows:

(¢}  lodge a complaint with the Commissioner, or any other competent authority
in Hong Kong pursuant to Clause 13;

(d)  The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under ‘the

Applicable Data Protection Laws and Regulations.of Hong Kong; if any.

(¢)  The dataimporter shall abide by a decision that is binding under the Applicable
Data Protection Laws and Regulations of Hong Kong.

7. Ciause 13 (a) shall'be restated as follows:
(ﬁ) The Commissioner shall act as competent supervisory authority.

8. Clause 16 (¢) shall be deleted in its entirety.
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9. Clause 17 shall be restated as follows:
These Clauses shall be governed by the laws of Hong Kong.
10. Clause 18 shall be restated as follows:

(@)  Any dispute arising from these Clauses shall be resolved by the Courts of
Hong Kong.

{(b) The Jé’arties agree to submit themselves to the jurisdiction of such courts.
and
II. Clause 1.5 of this DPGA not withstanding
for the avoidance of doubt, it will not be considered an inconsistency-with this DPGA
if the provisions in‘any other agreement between the Parties in rélation to the subject-

matters addressed herein serve as a clarification or extension of the provisions in this
DPGA and/or imposes a stricter obligation on a Party.

Italy

. 4.3 of the Main Body of the DPGA is replaced by the following:

With regard to exports of data from Ttaly hy a data exporter located in Italy, Clanse

"Commerzbank AG will communicate the above amendments (Clauses 4.1 and 4.2) to the
entities party to this agreement by written notice with confirmation of receipt (including
electronic form) - sent at least fifieen {15) days before the effective date of the proposed
amendmerits. Such amendments will be deemed accepted by the entities party to this
agreement, if the respective entity does not withdraw in writing from the agreement within
thirty (30) days after having received the above notice."

Japan

With regard to exporis of data from Japan by a data exporter located in Japan,

I.  clauses 1.2 to 1.6 of the Main Body of the DPGA shall apply and the Model Contract
C2P shall apply (as amended in accordance with section [I below) to the extent
permissible under data protection laws in Japan if personal data is transferred to a

- jurisdiction which is

a) not subject to an arrangement with Japan (or transitional arrangements under the
laws of Japan permitting the transfer of personal data from Japan to the jurisdiction
in which the Data Importer is located; or

b) not subject to an adequacy decision or similar decision {or transitional
arrangement) under the laws of Switzerland permitting the transfer of personal data

to jurisdictions outside of Switzerland

whereby
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IL. the Model Contract C2P (if applicable, including its Appendix) shall be amended
as follows:

1.

The term "Community" shall be replaced with the term "Japan”.
The terms

. “Regulation (EU) 2016/679 of the European Parliameént and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data
Protection Regulation)” )

. “Regulation (EU) 2016/679”

. “Articles 13 and 14 of Regulation (EU) 2016/679*

. “Article 23(1) of Regulation (EU) 2016/679”
. “Article 28(7) of Regulation (EU) 2016/679™
. “Articte 45 of Regulation (EU) 2016/679™

. *Article 45(3) of Regulation (EU) 2016/679”

. “Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679
. “Articles 46 or 47 of Regulation (EU) 2016/679™

. “Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of Japan ". '

Clause 2 (a) shall be restated as follows:

(a)  These Clauses set out appropriate safeguards, including enforceable data
subject rights and cffective legal remedies, pursuant to the Applicable Data
Protection Laws and Regulations of Japan,

Clause 4 (a) shall be restated as follows:

(d)  ‘Where these Clauses use terms that are used in the Applicable Data Protection
Laws and Regulations-of Japan, in particular but not {imited to the terms

. “sensitive data™,

. “controller”;

. “data subject”,

. “supervisory authority/authority™,

uniess the context requires otherwise, each term shall have the same ‘meaning as
ascribed to it in'these laws and regulations.

Clause 8.1 (a) shall be restated as follows: ‘
(a)  Personal Data mansferred shall only be processed for purposes described in

Annex LB to Exhibit Zor for purposes subsequently authorized by the data
subject.
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10,

il.

12.

Clause 8.2 (Purpose limitation) shall be restated as follows:

Personal Data transferred shall only be processed for purposes described in Annex 1.B
or for purposes subsequently authorized by the data subject.

Clause 8.6 {Security of Processing) shall be amended with the following lit. (e):

€) The foregoing notwithstanding the Data Importer shall take all reasonable
measures o ensure its employees comply with all necessary and appropriate
security mieasures urider Applicable Data Protection Laws and Regulations of
Japan, and implement necessary and appropriate monitoring of employees
activities, "all reasonable measures” include providing quality and frequent
training for employees on company rules and practices relating to the security
measures and conducting audits of employees” compliance with the company
rules and practices on a regular basis.

Clause 8.8 (Onward transfers) shall be restated as follows:

Where the Data Importer transfers the personal data to a third party regardless of
whether the third party is located in Japan or outside Japan, the Data Importer shall do
this using a means compHant with Applicable Data Protection Laws and Regulations
of Japan, but where uncertain, shall default to obtaining consent for the data transfers
from data subjects.

Clause 17 (¢)(i), Clause 11 (d) and Clause 11 (e) shall be restated as follows:

(c)i) lodge a complaint with the supervisory authority or any other competent
authority in Japan pursuant to Clause 13;

(d)  The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the

Applicable Data Protection Laws and Regulations of Japan, if any.

(¢)  The data importer shall abide by a decision that is binding under the Applicable
Data Protection Laws and Regulations of Japan.

Clause 13 (a) shall be restated as follows:

{a)  The Personal Information Protection Commission shall act as competent
supervisory authority.

Clause 16 (c) shall be deleted in its entirety.
Clause 17 shall be restated as follows:

These Clauses shall be governed by the laws of Japan.
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13.  Clause 18 shall be restated as follows:

(a) Any dispute arising from these Clauses shall be resolved by the Courts of
Japan..

{b) The Parties agree to submit themselves to the jurisdiction of such courts.

Peoples
Republic of
China

(“PRC” - which,
when referring
to jurisdiction,
does not include

Hong Kong,
Macau and
Taiwan)

With regard to exports of data from the PRC by a data exporter located in the PRC,
the following amendments shall be made to the DPGA, including:

1. Clause 1.5 of the Main Body of the DPGA shall be replaced with the following;

Tn the event of inconsistencies between the provisions of this DPGA and any other
standard agreement in a form formulated by the competent authority in the PRC (i.e.
the Cyberspace Administration of China) between the Parties in relation to the subject-
matters addressed herein (the “China Standard Contract™), the provisions of the China
.Standard Contract-shall prevail as it relates to the Parties' data protection obligations in
connection with data transfeis.

I1. Exhibit 2 (if applicable, iﬁc!uding'its Appendix) shalf be amended as follows:

L. The term "Community" shall be replaced with the term “People's Republic of China
(i(PRC”)’S.

2. The terms

e “Regulation (EU) 2016/679 of the European Parliament and of the Council
of 27 April 2016 on the protection of natural persons with regard to the.
processing of personal data and on the free movement of such data (General
Data Protection Regulation)”

s “Regulation (EU) 2016/679”

s “Articles 13 and 14 of Regulation (EU) 2016/679”

*  “Article 23(1) of Regulation (EU) 2016/679”

s “Article 28(7) of Regulation (EU) 2016/679”

o “Article 45 of Regulation (EU) 2016/679”

s “Article 45(3) of Regulation (EU) 2016/679”

e “Article 46(1) and Article 46(2){c) of Regulation (EU) 2016/679"

e *Articles 46 or 47 of Regulation (EU) 2016/679”

s “Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term "the Applicable Data Protection Laws and

Regulations of the PRC".
3. The term *sensitive data™ shall be replaced with the term “sensitive personal data”.

4, Clause 2 (a) shall be restated as follows:

(a) These Clauses set out appropriate safeguards, including enforceable data
subject rights and effective fegal remedies, pursuant to-the Applicable Data

Protection Laws and Regulations of the PRC.
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Clause 4 (a) shall be restated as follows:

(a) Where these Clauses use terms that are used in the Applicable Data Protection
Laws and Regulations of the PRC, unless the context requires otherwise, each
term shall have the same meaning as ascribed to it in these laws and regulations.
The foregoing notwithstanding the term "supervisory authority” shall mean the
competent data protection authority in the PRC.

Clause 8.7 (Sensitive data) shall be amended with the following sentence 2:

The data exporter warrants that data subjects have been informed of the purposes,
manner and scope of the disclosure or transfer of personal data, the categories of
recipients and the fact that the countries to which data is exported may have different
data protection standards, and have consented to the same prior 1o the disclosure or
transfer

Clause 8.8 (Onward transfers) shall be restated as follows:

The data importer shall only disclose the personal data to a third party on
documented instructions from-the data exporter. In addition, the data may only be
disclosed to a third party located outside the PRC (in the same country as the data
importer or in another third country, hereiriafter ‘onward transfer’} if the third party
is or agrees to be bound by these Clauses, under the appropriate Module, or if:

(i} the onward transfer is to a country benefitting from a decision of the competent
body under-the Applicable Laws and Regulations of the PRC finding that the
third country provides adequate protection;

. (ii) the third party otherwise ensures appropriate. safeguards with respect to the
processing in question satisfactory under the Applicable Data Protection Laws
and Regulations of the PRC;

(iii) the onward transfer is necessary for the establishment, exetcise or defence of
legal claims in the context of specific administrative, regulatory or judicial
proceedings, or

(iv) the onward transfer is necessary in order to protect the vital inferests of the-data
subject or of another natural person.

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses and the Applicable Data Protection Laws and
Regulations of the PRC, in particular purpose limitation.

Clause 11 (¢)(i}, Clause 11 (d) and Clause 11 (e) shall be restated as follows:
(c)i) lodge a complaint with the competent supervisory authority;
(d)  The parties accept that the data subject may be represented by a not-for-profit

body, organization or association under the conditiohs set out under the
Applicable Data Protection Laws and Regulations of the PRC, if any.
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11.

12,

(e)  The data importer shall abide by a decision that is binding under the
Applicable Data Protection Laws and Regulations of the PRC, .

Clause 15.2 (a) shall be restated as follows:

The data importer agrees to review the legality of the request for disclosure, in
particular whether it remains within the powers granted to the requesting public
authority, and to challenge the request if, after careful assessment, it concludes that
there are reasonable grounds to consider that the request is unlawful under or in
vidlation of the laws and regulations of the country of destination or the PRC;
applicable bbligations under international faw and principles of international comity.
The data importer shall, under the same conditions, pursue possibilities of appeal.
When challenging a request; the data importer shall seck interim measures with a view
to suspending the effects of the request until the competent judicial authority has
decided onits merits. It shall not disclose the pérsonal data requested until required to
do so under the applicable procedural rules. These requirements are without prejudice:
to the obligations of the data importer under Clause 14(e)..

Clause 16 (e) shall be deleted in its entirety.

Clause 17 shall be restated as follows:

These Clauses shall be governed by the laws of the PRC.
Clause 18 shall be restated as follows:

(a)  Any dispute arising from these Clauses shall be resolved by the Courts of
the PRC.

{b)  The Parties agree to submit themselves to the jurisdiction of such courts.

Russia

With regard to exports of data from Russia by a data exporter located in Russia,

i. Exhibit2 (if applicable, including its Appendix) shall be amended as follows:

The tenn "Community" shall be replaced with the term "Russia”.
The terms

¢  “Regulation (EU) 2016/679 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the processing
of personal data and on the free movement of such data (General Data
Protection Regulation)”

s “Regulation (EU) 2016/679”

s “Articles-13and 14 of Regulation (EU)2016/679

s “Article 23(1) of Regulation (EU) 2016/679”

e “Article 28(7) of Regulation (EU)2016/679"

e “Article 45 of Regulation (EU) 2016/679”

e “Article 45{3) of Regulation (EU) 2016/679™

e “Article 46(1) and Article 46(2)(c) of Regulation {EU) 2016/679"
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s “Articles 46 or 47 of Regulation (EL}) 2016/679”
»  “Article 80 (1} of Regulation (EU) 2016/679™

shall be replaced with the term "the Applicable Data Protection Laws and
Regulations of Russia” (including but not limited to Federal law “On personal data”
# 152-FZ dated 27.07.2006 (hereinafter referred to as “FD Law™).

Clause 2 (a) shall be restated as follows:.

(a) These Clauses set out appropriate safeguards, including enforceable data
subject rights and effective legal remedies, pursuant to the Applicable Data
Protection Laws and Regulations of Russia.

Clause 4 (a) shall be restated as follows:

{a) 'Where these Clauses use terms that are used in the Applicable Data Protection
Laws and Regulations of Russia, unless the context requires otherwise, each
term shall have the same meaning as ascribed to it in these laws and regulations.
In the absence of the term in the Applicable Data Protection Laws and
Regulations of Russia the closest meaning is applied.

Clause 8.6 {a) shall be amended with the following sentence 7:
The foregoing notwithstanding the Data Importer

() warrants and undertakes that before processing the personal data it has
implemented and will have in place the appropriate legal, technical and
organizational measures to protect the personal data against accidental or
unlawful destruction or accidental loss, alteration, unauthorized disclosure or
access, and such-additional legal, technical and organizational measures as may
be required under the Applicable Data Protection Laws and Regulations of
Russia, in particular under Articles 18.1, 19 of the PD Law (to the extent
applicable), which provide alevel of security appropriate to the risk represented
by the processing and the nature of the personal data to be protected, and will
ensure- confidentiality of the personal data, as well as observe, where
applicable, the regime of medical secrecy;

(ii)  when itreceives personal data for processing without use of aufomation tools,
hereby represents that it is aware:of (1) the fact that it processes personal data
without use of automation tools, (2) categories of processed personal data and
(3) special requirements to such personal data processing. The Data Importer
shall comply with: applicable requirements on personal data processing
without use of automation tools, including to familiarize its employees and
third parties that have access to the personal data with the information listed
in this paragraph.
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Clause 8.6 (b) shall be amended with the following senténce 3:

Notwithstanding anything to the contrary in these Clauses the data operator and data
processor contracted by the data-operator are obliged to ensure confidentiality and
security of personal data. The data processor may only disclose to third parties or
disseminate the personal data subject to data subjects’ consents or otherwise. in
accordance with the PD Law. :

Clause 8.8 (Omward transfers) shall be restated as follows:

The data importer shall only disclose the personal data to a third party on
documented instructions from the data exporter. In addition, the data may only be
disclosed to a third party located outside Russia (in the same country as the data
importer or in another third country, hereinafter ‘onward transfer”) if the third party
is or agrees to be hound by these Clauses, under the appropriate Module, or if:

f)] the onward transfer is to a country benefitting from a decision of the
competent body under the applicable Laws and regulations of Russia finding
that the third country provides adequate protection;

(ii)  the third pa&y otherwise ensures appropriate safeguards with respect to the
processing in question satisfactory under the Applicable Data Protection
Laws and Regulations of Russia; :

(iii) the onward transfer is necessary in order to protect the vital interests of the
data subject or of another natural person.

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses, in particular purpose limitation.

Clause 11 () (i), Clause 11 (d) and Clause 11 {e) shall be restated as follows:

{e)}i) Iodgé a complaint with the supervisory authority, or the competent authority
pursuant to Clause 13;

d) The parties accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the

Applicable Data Protection Laws and Regulations of Russia, if any.

(e)  The data importer shall abide by a decision that is binding under the
Applicable Data Protection Laws and Regutations of Russia,

Clause 16 {e) shall be deleted in its entirety.
Clause 17 shall be restated as follows:

These Clauses shall be governed by the laws of Russia.
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perform the following operations upon the personal data: collection, recording,

11.  Clause 18 shall be restated as follows:

{a)  Any dispute arising from thiese Clauses shall be resolved by the Courts of
Russia, '

(b)  The Parties agree to submit themselves-to the jurisdiction of such courts,

1I. Annex LB.1 te Annex LB.5 to Exhibit 2 shall be amended with the following
sentence

Unless otherwise specifically indicated by the Data Exportér to the Data Importer (e.g. due
to the constraints of the data subject consents), the Data Importer shall be permitted to

systematization, accumulation, storage, (update, alteration), retrieval, use, whether with or
without means of automation.

Singapore

"With regard to exports of daia from Singapore by a data exporter located in

Singapore,

I, Exhibit 2 (if applicable, including its Appendix) shall be amended as follows:
1. The t;erm "Community” shall be replaced with the term "Singapore”.

2 The t'erm.s

* “Regulation (EU) 2016/679 of the European Parliament and of the Council '
of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and con the free movement of such data (General
Data Protection Regulation)”

. “Regulation (EL) 2016/679™

. “Articles 13 and 14 of Regulation (EU) 2016/679”

. “Article 23(1) of Regulation (EU) 2016/679”

. “Article 28(7) of Regulation (EU) 2016/679"

e “Article 45 of Regulation (EU)2016/679”

. “Article 45(3) of Regulation (EU) 2016/679”

. “Article 46{1) and Article 46(2)(c) of Regulation (EU) 2016/679”

. “Articles 46 or 47 of Regulation (EU) 2016/679”

. “Article 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term “the Applicable Data Protection Laws and
Regulations of Singapore”.

3. Clause 2 (a) shall be restated as follows:
(a)  These Clauses set out appropridte safeguards, including enforceable data

subject rights-and effective legal remedies, pursuant to the Applicable Data
Protection Laws and Regulations of Singapore.
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Clause 4 (a) shall be restated as follows:

(2)

Clause 8.8 (Oinvard transfers) shall be restated as follows:

Clause 11 {c) (i), Clause 11 (d) and Clause 11 (&) shall be restated as follows:

(cKi) lodge a complaint with the Commissioner, or any other competent authority
in Singapore pursuant:to Clause 13;

d)

(e)

Clause 13 (a) shall be restated as follows: 7

(a)

Clause 16 (&) shall be deleted in its entirety.

" unless the context réquires otherwise, each term shall have the same meaning

only be disclosed to a third party located outside Singapore (in the same

" transfer’) if the data exporter has conseméd to the onward transfer and such

Where these Clauses use terms-that are used in the Applicable Data Protection
T.aws and Regulations Singapore in particular but not limited to ,

. Personal data
. Process/processing

as ascribed to it in these laws and regulations. The foregoing notwithstanding
the term “supervisory authority/authority” shall have the meaning given to
the. term "Commissioner" in Singapore’s Personal Data Protection Act
including all subsidiary regulation enacted thereunder, whether now or in the
future.

The data importer shall only disclose the personal data to a third party on
documented instructions from the data exporter. In addition, the data may

country as the data importer or in another third country, hereinafter “onward’

third party is or agrees to be bound by these Clauses, under the appropriate
Module, or if such third party enters into a binding instrument with the data
importer ensiiring the same level of data protection as under these Clauses,
and the data importer provides a copy of these safeguards to the data exporter,

Any onward transfer is subject to compliance by the data importer with all
the other safeguards underthese Clauses, in particular purpose limitation.

The parties-accept that the data subject may be represented by a not-for-profit
body, organization or association under the conditions set out under the
Applicable Data Protection Laws and Regulations of Singapore, if any.

The data importer shall abide by a decision that is binding under the
applicable Data Protection Laws and Regulations of Singapore.

The Commissioner shall dct'as competent supervisory authority.
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9. Clause. 17 shall be restated as follows:
These Clauses shall be governed by the laws of Singapore.
10.  Clanse 18 shall be restated as follows:

(a)  Any dispute arising from these Clauses shall be resolved by the Comrts of
Singapore.

(b}  The Parties agree to submit themselves to the Jurisdiction of such courts.

and

II. Clause 1.5 of this DPGA notwithstanding,

For the avoidance of doubt, it will not be considered an inconsistency with this DPGA.
if the provisions in any other agreement between the Parties in relation to the subject-
matters addressed herein serve as a clarification or extension of the provisions in this
DPGA and/or imposes a stricter obligation on a Party.

Switzerland

With regard to exports of data from Switzerland by a data exporter lacated in
Switzerland,

I. clauses 1.2 to 1.6 of the Main Body of the DPGA shall apply and the Model Contract
C2P shall apply (as amended in accordance with section IT below) to the extent
petmissible under data protection laws in Switzerland if personal data is transferred to a
Jjurisdiction which is

a) motsubject to an-arrangement with Switzerland (or transitional arrangements under
the laws of Switzerland) permitting the transfér of personal data from Switzerland
to the jurisdiction in which the Data Importer is located; or

b) not subject to an adequacy decision or similar decision (or transitional
arrangement) under the laws of Switzerland permitting the transfer of personal data
to jurisdictions outside of Switzerland

whereby

I1. the Model Contract C2P (if applicable, including its Appendix) shall be amended
as follows:,

1. The terin "Community" shall be fepl'aced with the term “Switzerland”.
2. ‘The terms
. “Regulation (EU) 2016/679 of the European Parliament and of the Council

of 27 April 2016 on the protection of natural persons with regard to the
processing of personal data and on the free movement of such data(General
Data Protection Regulation)”
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. “Regulation (EU) 2016/679”

. “Articles 13 and 14 of Regulation (EU) 2016/679

. “Article 23(1) of Regulation (EU) 2016/679"

. “Article 28(7) of Regulation (EU) 2016/679™

. “Article 45 of Regulation (EU) 2016/679”

. “Article 45{3) of Regulation (EU) 2016/679”

o “Article 46(1) and Article 46(2)(c) of Regulation (EU) 2016/679”
. “Articles 46.or 47 of Regulation (EU) 2016/679”

e “Atticle 80 (1) of Regulation (EU) 2016/679

shall be replaced with the term “the Applicable Data Protection Laws and
Regulations of Switzerland". '

Clause 1 shall be amended with the following lit, (e):

(e) The Data Importer acknowledges-and agrees that the personal data
transferred to Data Importer by Data Exporter may include personal data
of legal persons -and personality profiles of natural persons. The Data’
Tmporter shall process personal data of legal persons. in the same manner
as other personal data as long as this requirement exists under the
Applicable Data Protection Laws and Regulations of Switzerland and
personality profiles in the same manner as special categories of data.

Clause 2 (a) shall be restated as follows:

(a)  These Clauses set out appropriate safeguards, including enforceable data
subject rights and effective legal remedies, pursuant to the applicable Data
Protection Laws and Regulations of Switzerland..

Clause 4 (a) shall be restated as follows:

(a)  Where these Clauses use terms that ar¢ used in the Applicable Data
Protection Laws and Regulations of Switzerland, unless the context
requires otherwise, each term shall have the same meaning as ascribed to
it in these laws and regulations, The foregoing notwithstanding the Term
“"supervisory authority" shall mean the competent data protection
authority of Switzerland.

Clause 8.8 (Onmward traanérs) shall be restated as follows:

The data importer shall only disclose the personé.l data to ‘a third party on
docurnented instructions from the data exporter. In addition, the data may only be-
disclosed to a third party located outside Switzerfand (in the same country as the.
data importer or in another third country, héreinafter ‘onward transfer’) if the third
party-is or agrees to be bound by these Clauses, under the appropriate Module, or
if:
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(i)

(i)

(iif)

{iv)

Any onward transfer is subject to compliance by the data importer with all the other
safeguards under these Clauses, in particular purpose limitation.

Clause 11 {e)(i), Clause 11 (d) and Clause 11 {e) shall be restated as follows:

(e)(D)

(d)

(e

Clause 16 (e) shall be deleted in its entirety.
Clause 17 shall be restated as follows:
These Clauses shall be governed by the laws of Switzerand.

Clause 18 shall be restated as follows:

@

(b)

the onward transfer is necessary in order to protect the vital interests of

. under the Applicable Data Protection Laws and Regulations of

the onward transfer is to a country benefitting from a decision of the
competent body under the applicable Laws and regulations of Switzerland
finding that the third country provides adequate protection;

the third party otherwise ensures appropriate saféguards with respect to
the processing in question satisfactory under the Applicable Data.
Protection Laws and Regulations of Switzerland;

the onward ttansfer 1§ necessary for the establistiment, exercise or defence
of legal ¢laims in the context of specific administrative, regulatory or
judicial proceedings, or

the data subject or of another natural person.

lodge a complaint with the supervisory authority, or the competent
authority'pursuant to Clause 13;

The parties accept that the data subject may be represented by a not-for-
profit body, organization or association under the conditions set out

Switzerland, if any.

The data importer shall abide by a decision that is binding under the
applicable Data Protection Laws and Regulations of Switzerland.

Any dispute arising from these Clauses shall be resolved by the Courts
of Switzerland.,

The Parties agree to submit themselves to the jurisdiction of such
courts, '
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United
Kingdom

With regard to exports of data from the United Kingdom by a data exporter located
in the United Kingdom

1.

The term "Community" shall be replaced with the term "United Kingdom.”

References to “Regulation (_EU) 2016/679”, “Regulation (EU} 2016/679 of the
European Parliament and of the Council of 27 April 2016 on the protection of natural
persons with regard to the processing of personal data and on the free movement of
such data {Generai Data Protection Regulation)” and “that Regulation™ are all
replaced by “UK Data Protection Laws”. References to specific Article(s) of
“Regulation (EU) 2016/679” are replaced with the equivalent Article or Section of
UK Data Protection Laws;

References to Rezulation (EU) 2018/1725 are removed;

References to the “European Urion™, “Union”, “EU”, “ElJ Member State”,
“Member State” and “EUor Member State™ arc all replaced with the “UK™;

In Clause 2(a), the words:

“and, with respect to data transfers from controllers to processors and/or processors
to processors, standard contractual clauses pursuant to Article 28(7) of Regulation
(EU) 2016/679”

shall be deleted.

Where there is any inconsistency or conflict between :an Approved Addendum (as
laid before the UK Parliament in accordance with s.1 19A of the Daia Protection Act
2018 on 2 February 2022, as it is revised under s.18) and the Addendum EU SCCs
(as applicable), including in relation to Restricted Transfers pursuant to Chapter V
of the UK GDPR, the Approved Addendum overrides the Addendum EU SCCs
except where and insofar as the inconsistent or conflicting terms of the Addendum
EU SCCs provides greater protection for data subjects, in which case those terms
will override the Approved Addendum.

Clause 6 (Description of the transfer(s)) shall be replaced with;

“The details of the transfers(s) and in particular the categories of personal data that’
aré transferred and the purpose(s) for which they are transferred) are-those specified
in Annex I.B where UK Data. Protection Laws apply to.the data exporter’s processing
when making that transfer.”;

Clause 8.3(1) shall be replaced with:

“the onward transfer is to a country benefitting from -adequacy reguiations pursuant
to Section 17A of the UK GDPR that covers the-onward transfer;”

Clause 13(a} and Annex L.C are not used;

The terms “competent supervisory authority™ and “supervisory authority” shall both
be replaced with the term “Information Commissioner™; ’
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9. Lit. (i) in Clause 16(e) shail be replaced with:

“the Secretary of State makes regulations pursuant to Section 17A of the Data
Protection Act 2018 that cover the transfer.of personal data to which these clauses

apply;”;
10.  Clause 17 shall be replaced with:
“These Clauses shall be govéme_d by the laws of England and Wales.™;
I1.  Clause 18 shall be replaced with:
“Any dispute arising from these Clauses shall be resolved by the courts of England
and Walés. A data subject may also bring legal proceedings against the data exporter

and/or data importer before the courts of any couatry in the UK. The Parties agree to
submit themselves to the jurisdiction of such courts.™

1L

Supplementary Measures for Data Exporters located in the EU

Unless prohibited by applicable law, data importer shall inform the data exporter in general terms about
requests, orders or similar’ demands by a court, competent authority, law enforcement or other government
body (“Judicial or Governmental Information Request) relating to the processing of personal data under
these Clauses.

Data importer shall object to and challenge any “Judicial or Governmental Information Request by taking
legal remedies to the extent they are reasonable given the circumstances. i compelled to disclose personal
data transferred under these Clauses by a “Judicial or Governmental Information Request, data importer
will give data exporter reasonable notice to allow data exporter to seek a protective order or other
appropriate remedy unless data importer is legally prohibited from doing so.

Should a new/updated version of the Clauses become available, data importer shall upon data exporter's
fequest agree to the new/amended version of the Clauses,

Notwithstanding other restrictions, in case data importermakes personal data available to processors, data
importer will select processors in a third country only after a due diligeiice that entails (i) a review of any
transparency reports made available by processor, (ii) and carrying out a transfer risk assessment prior to
the engagement of processor. :

In case data importer makes personal data available to a third party data controller, data importer will obligate
the third party data controller to comply with the aforementioned sections 1. to 4.
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Commerzbank Finance &
Covered Bond SA

25, rue Edward Steichen
L-2540 Luxembourg

- Grand Duchy of Luxembourg

Data Exporter | Data Importer

B4

« . Digital
Ba I S., - unterschriebe
© n von Bais,
"~y Gerard
Gera sum
20229147

rd_ S 09:05:14

+01'00'

Date and Signature

Ré_bert‘Thoemmes

Thoemmes patum: 2022.11.16

9:20 +01'00'

Date and Signature
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10.

Commerzbank AG
Amsterdam Branch
Claude Debussylaan 24
(10th Floor)

1082 MD Amsterdam
The Netherlands

Data Exporter | Data Importer

P

“Digital
unterschrieben

Date and Signature “Date and Signature
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Commerzbank AG  acting

through

Commerzbank
Aktiengesellschaft Spétka
Akcyjna Oddziat w Polsce

ul. Wersalska

91.-203 Lodz

Poland

Data Exporter | Data Impotter

O X

Date and Signature

_ ‘Digitally signed
KI’Oeg r 3% Kr‘oeger,

Mark__ S 55 +02'00"

Prate and Signature
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mBank SA

ul, Prosta 13
00-850 Warszaws
Paland

DEata Exporter | Data Impaorter

&

=

Date and Signature

(Secaytag

AE17. 201

Dalc and Signatuee
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CERI International Sp. Z o.0.
ul. Wetsalska 6

91-203 Lodz

Poland

Data Exporter | Data Importer

W] D

Sighed by /
Podpisano przez.
MIGUEL ANGEL
RODRIGUEZ
ALVAREZ

Date [ Data: 2022-
11-29 08:46.

Date and Signature

Digitally J K im
Robin 4 *“5"’1 "
Date: 7

Date and Signature
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Commerzbank AG

Madrid Branch

Torre de Cristal,

Paseo de la-Castellatia 259 C
28046 Madrid

Spain

Data Exporter | Data Importer

& . <

Date-and Signature

Date and Signature
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Commerzbank AG
Filiale Ziirich
Pelikanplatz 15
8001 Ziirich

Switzerland
15. Data Exporter | Data Importer
B B

Bate and Signaturg Date and Signature
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16.

Commetzbank AG

London Branch

30 Gresham Street

London EC2V 7PG
United Kingdom

Data Exporter | Data Importer

Y X

Date and Signature

_Date:and Signature
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1l

COMMERZBANK AG ENTIT. 1IES (INCLUDING BRANCH OFFICES) OUTSIDE THE EU/EEA, SWITZERLAND OR UK

Commerzbank AG

Beijing Branch

Suite 2502 Eadst Tower, Twin
Towers

B-12 Jianguomenwai Dajie
Chaoyang District

jtally signed by

Data Exporter | Data Importer

B X

Date and Signature

Beijing 100022 | (lemet
L Peoples Republic of China (Cl ene: o oo 04:46 +08'00'
Data Exporter | Data Importer t)
B Y
Date and Signature Date and Signature
Commerzbank AG
Shanghai Branch
37F, Shanghai World Financial
Center
100 Century Avenue.
200120 Shanghai
5 Peoples Republic of China

Date-and Signature
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Commerzbank AG
Hong Kong Branch
Room 1502, 15th Fleor,
Lee Garden Cne

33 Hysan Avenue

Causeway Bay
Hong Kong

Data Exporter | Data Importer

& &

29 ] 11 Jzoz2
RraT Heory arrers
CEO Home Koo Bracocy

Date and Signatire

29 /u'/wz;?;

Lity FANG
CCED HONG HONG BRANCH

Date-and Sigoature
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Commerzbank AG
Tokyo Branch
Glass Cube Shinagawa 10F

4-13-14  Higashi-Shinagawa,

Shinagawa-ku:

Tokyo 140-0002, Japan

Data Exporter | Data Importer

=

Date and Signature

Date and. Signature
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Commerzbank (Eurasija) AO
14/2 Kadashevskaya Nab.
119017 Moscow

Russia

Data Exporter | Data Importer

o =

Dafe and Signature

Digitally signed by
Gorokhovsky, Arthur
Date:2022.11.16
8:44:36 +03'00"

Gorokhovsk
y, Arthur %

Date and Signature
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Commerzbank AG
Singapore Branch

71 Robinson Road #12-01
Singapore 068895

‘Andreas Papasp!

Data Exporter | Data Importer

< (4

Pl

Chief Operating Officer.:
Deputy Genaral Manage

Date: 2022.12.07
0:26 +08'00

Date'and Signature

Johnston,

Digitally signed by

146:58 +08'00'

Daie and Signatureé
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Commerzbank AG
New York Branch
225 Liberty Street
New York, NY 10281-1050

USA

Daia Exporter

&

Data Importer

4

~John Geremia

Commerzbank AG New York Branch

CEO & Reglonal Board Member
North America

Date and-Signoture

PN

Gl.ﬂncra.l P’lﬂﬂaau’ +C00
Comme rbbas ke Aly Now \/Oﬁ.Kfl‘Brand'\

Date and Sighature
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Coammerz Markets LLC
225 Liberty Street
New Yark, NY 10281-1
USA

050

Data Exporter | Data Iniporter

X

John Geremia
Commerz Markets LLC
President

Date and Signature

\_\(/&_,
WL ~Aran go7A
Lo oM ARAELZ MAUCETS

LLe

Date and Signatiire
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